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What if You Could...

PREDICT
ISSUES

+2H Earlier

Take action earlier with
embedded intelligence that
dynamically alerts to
abnormal patterns of
operation

DIAGNOSE
PROBLEMS

+5X Faster

Pinpoint root cause faster
with multi-source data feeds
and advanced machine
learning algorithms
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REDUCE MANUAL
LABOR

o/ \s
> 40%

Enable generalists to triage
issues and engage only the
experts needed, and
increase automation



ENTERPRISE
SUPPORT

MAINFRAME
OPERATIONS
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Evolving to a Self-Driven Mainframe Data Center

MTTR & Firefighting Optimized Performance & Efficiency

Generalist
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PRESCRIPTIVE

> GUIDANCE

= Automated
response (going
beyond

PATTERN
DISCOVERY

J

ANOMALY

@) VISUAL DETECTION = Alerting clustering " Assisted triage _ prescriptive)
(oMl  ANALYTICS « Dynamicalerting  * Data correlation ® Problem prevention
= Predict business

Experts = Modern U/X service disruption
= Self-service views = Topology discovery

= Guided resolution

= Proactive response

= Historical analysis

Data, Sentiment Processing Machine Learning Algorithms
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Move From Reactive to Proactive

Significantly Reduce MTTR and False Alarms

Drowning Sea Reactive fire
in data of red fights

s
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REACTIVE Monitoring
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Machine-based Alerts



How to Move Towards Self-Driving Data Center

Transactions

Databases

CA Products Systems
SMF Data

Open API* Networks
Storage

Blockchain*

MULTI-SOURCE DATA FEEDS
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CA Mainframe Operational Intelligence

Collaboration

..................... Y O EERE G-
...... 7 > “a  Augmented

Historical Analysis

“““ 7 Intelligence
Alert Clustering @ ------

Incident Predictions

Insight Streaming

PREDICTIVE INTELLIGENCE AUTOMATED REMEDIATION

* In development
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Easily Visualize Data Relationships

Flexible Multi-Source Data Feeds

Applications
Databases

Systems

Networks

Storage

Blockchain*

CAProducts | SMFData | OpenAPI*

* In development 6
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Proactively Detect Performance Anomaly

Utilize historical data

Define bands of Likely and Unlikely Less Likely
Map real-time metric streams Most Likely

Multi-point alerts generated using industry-
standard Western-Electric rules

Make static thresholds optional! fime
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Adaptive Alerting

Prevent Failures and Avoid Problems Before they Happen

CPU Utilization

Friday / Saturday / Sunday / Monday
APP CHANGE IN ENVIRONMENT ANALYTICS-BASED ALERT THRESHOLD-BASED ALERT

Analytics-Based Alerts detect signal from noise
* Subtler than “human-observed”
* Subtler than static thresholds which may be “last defense”
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Magic Behind the Analytics

Data Science and Prediction

Historical
Input Data,
Same Stage of
Business Cycle

~—]

Kernel
Density
Estimator

i At ¢

Wavelet

Decomposition

-

—

Predictive
Model

Exponentially-
Weighted
Moving-
Average
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Dynamically and
automatically determine
baselines and thresholds

Generate alerts for abnormal
scenarios, eliminate false
positives and minimize false
negatives

— Business cycles
— Natural volatility



Reporting and Dashboarding

Mainframe Team Center
Operational Intelligence

technologies
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Mock DashBoard % Audit Dashboard % MSU4HRDashboard %

Mainframe Operations Health - MSU 4-hour Rolling Average | Group | Propol ¢

NORMAL ) 15m 780 800

Reporting

Create Dashboard
Create Report

View and Schedule Reports
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Typical Average Value
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Anomaly Detection

Analysis N - o0 w 1H 10 1w 1M ALl )9/06/2016 20:27 m 09/07/2016 06:0( o
Alerts
Severity Date Time ¥ Elapsed Samples Metric Description Category Metric Path
= Alerts Summary
1 - High Severityw MQREQ
- .
© 900 e e 3 Severity Levels
09/07/2016 06:01 43m 44 MQREQS Total requests y 4
a Manager Manager:Q131 > MOREQS
.
© i = Filters
< 8& . MQ Queue z/OS System:CAO03 > MQ Queue
¢ 2016 05:51 O: 1 A S al requests 2
- 000772016 05:5 10m ! MOREQS Total raquest Manager Manager:Q132 > MQREQS =
.
= Green Highways
Total requests *. Edit Metrics Actual Center B common ¥ Probable ¥ Rare
M eue Manager: Q1
1
A A e i A
1
€
« 1 ’
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Dynamic-Alert Driven Automation

Alerts

.......

vvvvv
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Job "ran away”

Anomaly detected

Alert sent to CA

OPS/MVS

CA OPS/MVS canceled

the job

CA Automation

(Automic) can also
receive alerts
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Automated Resolutions

Analysis gu N v o w (LT mnm 622017 134 L] TRA2017 134 Ll

Alerts
Severity Date Time ¥ Flapsed Samplos Matric Description Category Metric Path Append
All Severity Leve v b pt mim{
0'0 1260 - TN2017 O7 44 om N JOBCPTS CP CPU usiage percantage total 2/08 Job 2008 System CA11 > 2/08 Job CAMIMGR > JOBCPTS (7]
¢ @ 09 - 12007 07 12 9 JOBCPTH CP CPU usage pertentage fota 2108 Jok 2108 System CA > 2/08 Job CAMIMGR > JOBCPT% 7]
© ' Alert Details 0@ paveantage lotal 2108 Job 2108 System CA11 S Job CAMIMGR » JOBCPTS 2
Qo St L] ENd ) pare antage tots 2108 Job 2108 System CA11 > 2/08 Job CAMIMGR > JOBCPTS @
o To
..o @ perc entage lotal 08 System CA11 > /08 Job CAMIMGR > JOBCPTS (2]
Elapsed &m
ey Samples 9 % Edit M. B Actual Cente W comr ¥ probable ¥ Rare

Start 0718/2017 07:04

End  0718201707:12 Automated response to
From/To 06/24/2017 13:43 - 07/24/2017 13:43 maChine deteCtEd
anomalies

Automation Response

OPS/MVS
« Alarm recorded to OPSLOG. No automation exec uted. 20. Jul ’ 34-gu
+« CAMIMGR is excluded from automation resulting from the JOBCPT% metric. Event recorded to OPSLOG. L
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Alert Clustering

Automated Correlation Delivers Issue Intelligence

Gather Alerts from
Multiple Sources

Automate Clustering of
Alerts into Issues

- Clustered Issue 7:
Network problem

60 active alerts
within 30 minutes
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Provide Incident
Prediction and Insight

Analysis [ [ show selected metricalerts o 5 v oo v [@o
Alert a2 e 4 oA @ Wy O
Tee  Sever.. otric .. | Histor v ateTi. Bl | Sa. Mt
tssue A
a o m
a e om
a 2] 9 m
0 -]

0 o

Issue Predictions

Issue ID: 38
Predicted to occur: 10/28/2017 00:23 (+/- 7min)
67% RELATED ALERTS (53)
PROBABILITY
Metric Metric Path

NBIZBYTI  2/0S System:CA11 > Network Business
Application:busapp__45__32D11BDIST > NBIZBYTI
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Next Step: Apply Sentiment Analysis

Refine Predictions with Augmented Intelligence

Gather Alerts
from Multiple
Sources

Automate Clustering
e of Alerts into Issues

Clustered Issue:
Network problem

60 active alerts
within 30 minutes

e Sever. etrc History ouem

Provide Incident
Predictions and
Insights

Analysis B [ showselecteametric lenis  orr D v e nm

et

oo s s 3
[

Issue Predictions

Issue ID: 38
Predicted to occur: 10/28/2017 00:23 (+/- 7min)
67%
RELATED ALERTS (53)
...........

Metric Metric Path

NBIZBYTI  2/OS System:CA11 > Network Business
Application:busapp__45__32011BDIST > NBIZBYTI

Apply
Sentiment
Analysis
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Tribal
knowledge
captured

Refines automatic
recommendation
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Intelligent Automation:

Reach Past IT with Process and Release Automation

Trending Out of Norm
G Flags Dynamic Alert

. Edit Metrics Actual center [ Common ¥ Probable v Rare
Wednesday, \p 9y
Actual: 1685080
Center. 7739.52
Common: 262.00 to 26200.87
- A Probable: 262.00 to 89909.31
- Rare: 262.00 to 110700.77
0400 05:00 530 0
May May
19 24

Trigger an
a Automated Event

[ —

1l Executions of JOBP.FOREACH HOSTIT...

Automic’ BBl Process Monitoring )& Administration  +

Custom fiter

Executions of JOBP.FOREACH.HOSTITEM (6)
Last Update: 3111012017 10:54

Neme Archive Key 1
» T JOBPFOREACH HOSTITEM
~ £ JOBPFOREACH HOSTITEM
~ TP JOBPFOREACH.CONFIG_FILE wiNos
£ FT_WiNo4 FT_WING4_Cempidistributionisource\MSG9999_c
W Open Parent Monitor ACT_WINO4_C:\temp\distriouti urce\MSG9999

BACT_WiNo4,

HACT_WINOS Open Report ACT_WINO4_Citempidistriputionlsource\MSG1234!

Identify Where in Process it
Failed and Fix

e
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Insight Streaming

Dramatically Drive Down Cost of Analyzing Machine Data

°, .": e .

° .° ;’:?’:‘. Anomaly
o 20 %0 Intelligence S Iunk>

.28 : . ' * Filter data p

* Remove noise

* Send only relevant

Issue data

Intelligence

CA Mainframe Operational Intelligence
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Summary

Benefits of Intelligent Operations and Automation

Take action earlier with ) | |
embedded intelligence Predict y

which detects abnormal Earlier

patterns of operation
PREVENT
PROBLEMS

Machine learning with Learn

operational feedback Contin uously |g||%
recommends the next
best action for future
event

Remediate
Faster

Collaborate
Efficiently
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Operational intelligence
captures patterns,
triggering dynamic and
reliable problem
remediation

Get everyone working
together to isolate root
causes faster with data
insights from multiple
sources
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We want your feedback!

* Please submit your feedback online at ....
> http://conferences.gse.org.uk/2018/feedback/BK

* Paper feedback forms are also available from the Chair person

* This session is BK
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