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Hybrid Integration Reference Architecture for Digital Transformation
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The integration architecture is reliant on transport backplanes
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More than 70%
of companies
are already
leveraging cloud

to generate new
revenue streams
by:

Redefining
customer relationships

Developing cloud-enabled
products and services

Expanding into new industries
and geographies

https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=GBE03826USEN
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Digital Transformation and Cloud Adoption

result in an ever increasing distribution of data
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The Journey to Multi-cloud Integration

(L’ Partner
App
< Developer

Cloud(s) SoR

Partner(s)
GW | App 1 | | App 2 | se'\:l\i(i:gg(-s)
ioi P:;tgsr - \ / / App Int

~ App Int

— Integration
Developer
Y

/
(o ’
>

App Int

! , Business

P

SaaS
Remote Location(s)

CRM

De\feﬁgper // @'
R
e 4 Q
// S
/ MFT
SoE ’
GW
Private |
Cloud l

API
Economy

Social @
e o1

App Integration & Messaging

Finance

APl Mgmt .
On-Premise SoR

Accounts

— Integration
Developer
Y



The multi-cloud challenge
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Multi-cloud integration considerations
What are the multi-cloud challenges?

Scope of management
« self-managed pets

« platform managed cattle
QU \ANEENEEERIREER]

Identity and access control
« choosing/bridging domains

* private, partner, public

« the implicit assumption of public

Data sovereignty/privacy
*Legislative information domains
*GDPR

* Encryption

* Archiving/deletion

Ownership boundaries

* application boundaries
* between/within clouds
« different at each level

e infrastructure

* platform

« software

Portability

* cloud native principles
« orchestrated containerisation

«image based deploy
+ write once deploy to any cloud
* Distributed deployment

Async. transport backbone

*messaging vs events
+event or blog replication
*when/where to aggregat

Latency

* data location

« data replication close to consumer

*local data optimisation

*reducing layering, but retaining
isolation and abstraction

« distance/bandwidth

Saas integration

« cloud app connectivity
*business data aware connectors

+ out of the box integration patterns

Monitoring and operations
+viewing and diagnosing across
boundaries

« Collation/aggregation of logs across
and end to end solution

Migration/modernization

« co-location and isolation of
integration with its application

«lightweight topology choices
* granularity to enable movement
« lift/shift or refactor

Decentralization

«federated management of runtimes
and gateways

« simplifying cloud to ground hybrid
solutions

* solutions spanning multiple clouds.




Common
themes
from
discussions

with our
customers?

A single ESB may create
bottlenecks in the
organizations agility

Centralized control
Inhibits broader business
iInnovation

SOA silos reduce general
usefulness of application
integration



Fine-grained
Integration
deployment

Decentralized
Integration
ownership

Cloud-native
Integration
infrastructure



Monolithic Application Microservices Application

Microservice
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Agility
Faster iteration cycles, bounded
contexts, dedicated teams...

Scalability Resilience

Elastic scalability,
workload orchestration,
cloud infrastructure

Minimized dependencies,
discrete failover, fail fast,
start fast

Considerations

Maturity

= Are you ready for a radical change in methods, skillsets, infrastructure, operations.

= Are you sufficiently automated (infrastructure, test, dev pipeline, deployment etc.)

Maintenance

= Will you be able to sustain the skillsets needed to maintain the microservices
architecture in the future?

Latency & Serialization

= Arequest/response chained down a set of microservices must incur extra latency
from network hops and serialization

= Serialization has advanced massively in recent years, but inevitably has some
contribution to CPU usage

Data sharing

= Not all data can be split into neat independent functions. Some things are shared,
and this needs careful design

Real-time dependencies and their combined availability

= Microservices calling other microservices synchronously need careful consideration

= Tends to creep, as one service builds on top of another

= Need to move to more complex message based techniques and/or introduce
availability patterns such as circuit breaker

Manageability

= How do you manage and monitor a vast network of microservices

= How do you diagnose problems across a heavily distributed landscape

How does persistence work?

= Pessimistic versus Optimistic

= How to handle shared objects

Relational / NoSQL

ACID / BASE / CQRS / Event Sourcing?

Microservices in relation to integration
http://ibm.biz/MicroservicesVsSoa 1
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The fate of the ESB Pattern: Moving to agile integration

: Fine-grained Decentralized Cloud-native
Centralized integration integration integration
ESB deployment ownership infrastructure

Externally Exposed Services/APls
Externally Exposed Services/APls Externally Exposed Services/APls Externally Exposed Services/APls
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Containerization Application autonomy Polyglot runtimes
Part 1: The fate of the ESB Part 2: Moving to lightweight, agile integration more material

http://ibm.biz/FateOfTheESBPaper http://ibm.biz/AgilelntegArchPaper http://ibm.biz/AgilelntegArchLinks
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IBM App Connect Enterprise — An agile integration runtime

MULTIPLE
INTEGRATION
STYLES

O
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Fine-grained
Integration
deployment

Decentralized
Integration
ownership

Cloud-native
Integration
infrastructure



Deployment Granularity

I integration artefact

- integration runtime

« Agility
« Scalability
» Resiliency

15



Fine-grained
Integration
deployment

Decentralized
Integration
ownership

Cloud-native
Integration
infrastructure



The people aspect of decentralization

Externally Exposed Services/APls
Externally Exposed Services/APls

Exposure Gateway (external)
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Cattle vs Pets

Resource efficiency

Interdependencies

Maintenance effort

Centralisation

Cattle

Disposability

Elastic scalability

Decomposition

"Cattle not pets with 1IB"
http://ibm.biz/CattlePets|IB
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Traditional infrastructure
(Pets)

Resources

Delivery Security

Deployment Operations

Routing

Cloud native infrastructure
(Cattle)

Runtime specific

Provided by platform

20



Challenges of traditional deployment topologies

“-Load bal." -

“.1loadbal:.-

HA1

replication

DR1

HA
Manager

HA
Manager

DR2

- Product specific component
[

Product specific artefact

Characteristics
HA pairs
Scaling manual and vertical
Defined nodes
Explicit install and configure
Explicit cold/warm HA & DR
Peak CPU licensing
Dedicated OS instances/HW
Deploy to running shared servers
Replication across DCs

Administer live shared servers

Code is only joined with the
servers at deployment.



Simplicity and scaling benefits of cloud native platforms

Template Image
repository

Build
pipeline

Code
repository

Authoring

Orchestration
Framework

Release
Image
repository

Log aggregator

- Product specific component
] Product specific artefact

Elastically scaled containers

Pooled shared underlying resources,
but decoupled containers

Implicit HA/DR

Deploy by image combining artefacts
and infrastructure

Administer image then redeploy, not
hot fixing.



What Moves Per Release

Virtual Machine
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Runtime

Pet

Worker Node

Container

Code

Fixed
Configuration

Runtime

Cattle

C®

Created new for
each new code
version

Remains same for
each new code
version

Host — including
Kernel




3 core aspects of agile integration architecture

. Agile
Centralized - Fine-grained integrati eployment integration
ESB Breaking up integration into multiple, fully decoupled, architecture

independently deployable components
(Architecture & Design)

Externally Exposed Services/APls

Externally Exposed Services/APls
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(People & Process) :
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Systems
of Record

Standardized build, deployment, admlnlstratlon

orchestration, monitoring.
(Infrastructure & Technology)
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Varying priorities of
agile integration architecture

zo ® o o
g5 o2 Agility
Re-use E,,g % 2 Velocity
Qua'll'ty g5 g2 Autonomy
Stability ipg s g Freemium
Su[)po.rt Cloud native
Monitoring Vendor agnostic
Governance 55 Developer is king
. Perforrr?ance gg Rapid prototyping
Fixed requirements gé’ Short learning curve
(==
What’s its track record Can | start small
Is .th_e vendor trustworthy @ Can it help me today
Will it serve me long term 2% 0 What do my peers think of it
What do the analysts tl.unk of it 28 &= Does it have an active community
Could I get sacked for a risky choice &' § Will it look good on my resume/cv



App Connect Enterprise — there’s more!

1 Extended Connectivity
\./ + Expanded set of connectors across Cloud services, SaaS applications,
Cloud platforms, and existing on-prem applications

Flexible integration styles
* Flexible support for the range of integration styles from APIs, Events,
SOA and Batch through a simplified development experience

Collaboration across users
» Simple tooling for all styles of users that work together to expose,

orchestrate, and curate data from enterprise systems

Containerized deployment and management

* Shrinks the engine size and makes the managing integration node ~ Focusof
optional so that an integration flows can participate in a agile integration architecture
microservices aligned cloud-native architecture




Cost of entry of first function

Bare Metal

* Reducing infrastructure cost
* More fine grained cost models
* Less operations cost

Virtual machines * More “cattle” less “pets”

%

Containers

-] Functions
- b [ <
KUY

b (b))

Increasing abstraction from infrastructure



User-appropriate tooling...

Automator Integrator Developer
Event-driven & Graphical flow API driven
data-prep editors & coding
tooling configuration and

orchestration

y 4 Y 4 y 4 Y

' Anyone can do it, even l Technical personin a Skilled integration Application developer !
without technical skills business environment | practitioners » Strong API capability and |

I » Zerocode I * Cloud native with on » Graphical assist, but full I partnership with API

| * Cloud native I premises options | code environment. | Connect |
* Many pre- configured * Friendly modern style code * Hybrid deployment + Intuitive interface for rapid,

| connectors | * Graphical options I » Connect to anything | repeatable results I

I - | '

iSaaS (App Connect) iPaaS (App Connect) APl Management



User-appropriate tooling...

in a single platform, eliminating the need for separate tools

ﬁ? ﬁ? {@
Automator Integrator Developer

IBM App Connect Enterprise provides all the capabilities necessary to cater for the Automator
and Integrator users. App Connect Enterprise users have a frictionless experience when
engaging with Developers through first class integration with IBM API Connect.

1
II Anyone can do it, even Technical personin a Skilled integration |, Application developer !
without technical skills business environment practitioners » Strong API capability and |
I » Zerocode * Cloud native with on » Graphical assist, but full | partnership with API
* Cloud native premises options code environment. Connect I
| * Many pre- configured * Friendly modern style code * Hybrid deployment I + Intuitive interface for rapid, I
| connectors * Graphical options » Connect to anything | repeatable results
[
\ IBM App Connect Enterprise | l IBM API Connect J
— _— —_— _— —_— _— —_— _— —_— _— —_— _— —_— | | | | | | | | | | ‘ | ] | ] | ]



User-appropriate tooling...

to enhance productivity

@O\P ﬁ ﬁ
Automator Integrator Developer

- —

Eclipse-based Toolkit (IDE)

l ;

App Connect Enterprise enables a streamlined development experience:
- Patterns and templates: reuse your implementations and best practices reducing coding
« Graphical Data Mapping to reduce complexity in developing data transformation
- Advanced Unit Testing with data capture and replay for ease of troubleshooting
+ Choice of development languages including Java and .Net Best solution for integrating with
Windows applications and reusing .Net skills




Key Integration between App Connect and API Connect

Expose APIs in App Connect Consume API in App Connect from
manage in API Connect API Connect catalog

API Info

API definition

Security and Rate Limiting

nnnnnnnn
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App Connect “Designer” — examples of key advances

« Rich, powerful yet simplistic of mapping based on open source

« Intelligent connectors — meta data aware, business object familiarity
* Open API & SOAP WSDL based connectivity

* Model driven API creation —embedded common practice

« Native access to API catalog and callable flows

« Multi pattern support — API, event, bulk

« Fullintegration with “enterprise” capabilities eg XML Parse and Write

« Nodes for cognitive actions



The multi-cloud challenge
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IBM Cloud Integration — One Platform for All Integration Nee
cataog  Docs  Login [FNEN

IBM Cloud Integration

" b Mobile
Simple. Fast. Secure @

A complete integration platform with unmatched
end-to-end capabilities and enterprise grade security.

API lifecycle Application integration Enterprise messaging Data integration Secure access High speed transfer
Unlock busin Deliver relevant data at Understand, nsform, Control who u vital Super fast and secure data
as peed a and deliver qu y are tran: a any
X
API lifecycle apt explorer
Create, secure, manage, socialize, monetize and analyze your APIs
=] @
Secure, control and accelerate delivery of your AP. ith IBM Datal Gat
Engage developers via API socialization on your branded, self-service developer portal
y O

Gain insights and capture ne

venue sources through built-in analytics and monetiz

n capabilities
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We want your feedback!

* Please submit your feedback online at ....
> http://conferences.gse.org.uk/2018/feedback/JF

* Paper feedback forms are also available from the Chair person
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