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Introducing 
Syncsort

>7,000 customers

84 of the Fortune 100

Customers in >100 countries

Headquarters: Pearl River, NY

U . S .  L O C A T I O N S

• Burlington, MA; Irvine, CA; 
Oakbrook Terrace, IL; Rochester, MN

G L O B A L  P R E S E N C E

• U.K., France, Germany, Netherlands, 
Israel, Hong Kong & Japan

Big Iron to Big Data is a fast-growing 
market segment composed of solutions 
that optimize traditional data systems 
and deliver mission-critical data from 
these systems to next-generation 
analytic environments.
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Global leader in 
Big Iron to Big Data
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We build on 
your legacy… 
because it works!

Your traditional systems 
– including mainframes, IBM i 
servers & data warehouses –
adapt and deliver increasing 
value with each new 
technology wave

91%
of executives predict long-term 
viability of the mainframe as the 
platform continues evolving to 
meet digital business demands

>100k
companies today use IBM i 
technology to run significant 
workloads & power critical 
business applications

$1.65trillion

invested by enterprise IT 
to support data warehouse & 
analytics workloads over the 
past decade 
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BMC 12th Annual Mainframe Research Results – Nov. 2017

Wikibon “10-Year Worldwide Enterprise IT Spending 2008-2017”



We help you 
embrace the 
next wave

CLOUD
• Agility, innovation and time to market

• Increase scalability & reliability

• On-demand investment, pay-as-you-go

AI & DATA SCIENCE 
• Manage churn, cross sell, 

analyze risk & fraud

• Predict propensity to purchase

• Anticipate demand, prevent 
deficiencies

IoT & STREAMING DATA
• Increase efficiency

• Reduce costs & risk

• Grow revenue

DATA GOVERNANCE
• Meet regulatory compliance
• Understand data context, meaning
• Accuracy, completeness, 

consistency, relevancy, 
timeliness, validity of data

Advanced 
Business & 
Operational 

Analytics

Modern businesses 
continuously create new 
streams & sources of data that 
deliver unique insights when 
combined with legacy data 
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Advancing data 

Cloud IoT & Streaming AI & Data Science Data Governance

Mainframes and IBM i 
run the core transactional 
apps of most enterprises

Mobile & online increasing
transaction volumes and 
workload unpredictability

Enterprises making major 
investments in Big Data 
platforms for new insights

MUST solve 
for the present 
& prepare for 
the future

Optimized access to legacy data reserves is required to achieve the benefits of new tech innovations!

Control costs 
& improve 
performance of 
legacy systems 
to help fund new 
technology 
investments

Increase security 
& governance of 
legacy data 
systems to 
prepare to take 
advantage of 
new innovations

Combine 
legacy systems 
with new data 
sources to 
power unique 
business 
insights
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Splunk: Industry-Leading Platform For Machine Data

Machine Data: Any Location, Type, Volume

Online 
Services

Web 
Services

Servers

Security GPS 
Location

Storage
Desktops

Networks

Packaged 
Applications

Custom
Apps

Messaging

Telecoms
Online 

Shopping 
Cart

Web 
Clickstreams

Databases

Energy 
Meters

Call Detail 
Records

Smartphones 
and Devices

RFID

On-Premises

Private 
Cloud

Public 
Cloud

Platform Support (Apps / API / SDKs)

Enterprise Scalability

Universal Indexing

Answer Any Question

Developer
Platform

Report &
analyze

Custom 
dashboards

Monitor 
& alert

Ad hoc 
search

!
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Machine Data Contains Critical Insights

SOURCES

Mobile app

Mainframe

Middleware

Web server

{"timestamp": "1539680653","connection": "4G", "statusCode": 200, "platform": "Android", "extraData": 

{"jsessionid": 7888490, "member": "regular"}, "packageName": "com.buttercup.app", "apiKey": "ef1f7539", 

"requestLength": 301, "url": "/api/buy", "remoteIP": "95.74.208.82", "session_id": 58269218, "protocol": "HTTP", 

"responseLength": 1276, "uuid": "5014e36cad204744aae4df682636a337",  "userIdentifier": "freeman", 

"appVersionName": "4.4", "osVersion": 8.0, "device": "Samsung Galaxy S7", "latency": 171, "carrier": "Orange", 

"state": "connected"}

95.74.208.82 - - [16/Oct/2018:12:41:58 +0200] "GET /api/buy?JSESSIONID=58269218&product=421 HTTP/1.1" 

200 352 "-" "Mozilla/5.0 (Android 8.0.0; Mobile; rv:62.0.3) Gecko/62.0.3 Firefox/62.0.3" 0

Oct 16 12:41:12.996 wl-01.acme.com Order 569281734 failed for customer 

5014e36cad204744aae4df682636a337.

Exception follows: weblogic.jdbc.extensions.ConnectionDeadSQLException:

weblogic.common.resourcepool.ResourceDeadException: Could not create pool connection. The

DBMS driver exception was: [BEA][DB2 Driver] Error establishing socket to host and port:

EZZ881:1521. Reason: Connection refused

EZZ881I PAGENT POLICY DEFINITIONS CONTAINS ERROR FOR DB2: MQUSER EZZ881:1521

Session ID

Session ID

Order ID

User Name

Product ID

421

569281734

“freeman”“5014e36cad204744aae4df682636a337"

Customer ID

5014e36cad204744aae4df682636a337

Customer ID

58269218

58269218

EZZ881:1521

EZZ881:1521



Key Use Cases for Machine Data 

Application/System Monitoring 
• Bigger picture of what's happening in the environment

• Make better decisions to take control of the IT infrastructure

• Throughput, performance & availability  

• Problem Detection & Isolation 

• Ensure SLAs Met

• Reduce MTTI, MTTR

• System Health (Splunk ITSI)

Security and Compliance
• Detect and prevent security threats

• Privileged activity

• Ensure compliance

• Ensure audits pass

• Enterprise Security (Splunk ES)
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Mainframe Log Data Sources

Data Type Description

SMF Records & Fields Provides availability and performance data for z/OS operating systems, applications, web servers, DB2, CICS, and WebSphere 
MQ sub-systems.
SMF provides security and compliance data that can be used for intrusion detection, tracking TSO Logon and account activity, 
FTP traffic and dataset analysis

IMS Log Records Provides visibility into IMS system and transaction availability and performance 

SYSLOG Messages Monitor CICS, DB2, IMS, MQ, USS, Websphere Application Server(WAS) and other sub-systems along with JOB activity on z/OS. 
Monitor RACF, ACF2, and Top Secret activities on z/OS.

SYSLOGD Messages Enables visibility into network alerts, Linux environments, Open System Adapter (OSA), FTP, IP, and Enterprise Extender (EE).

SYSOUT Data Enables application outputs to be captured and analyzed from specific JOBs or job types.

Log4J Records Provides visibility into web application environments for monitoring web application availability and performance

USS file data Output from applications, as well as critical log data required for IT operational efficiency and security compliance.

RMF III Data Detect and prevent potential bottlenecks and performance delays by capturing RMF III metrics well before the information is 
written to SMF.

System State 

Information

Quick view into z/OS system performance metrics, including 4HRA of MSUs for each LPAR mapped against the CEC defined 
MSU capacity.
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SMF Data: The Most Comprehensive Mainframe Data Source 



Market 
Landscape and 
Key Concepts: 
Big Iron to Big 
Data Analytics 
Challenges

So many data sources

• Systems Management Facility (SMF)
• IMS
• Syslog
• Sysout
• Log4j web and application logs
• RMF
• USS files and standard datasets
• Db2 & Sequential Files

Format of data

• Multiple formats
• Complex data structures (SMF) 

with headers, product sections, 
data sections, variable length 
and self-describing

• EBCDIC not recognized outside 
of the mainframe world

• Binary flags and fields

Volume of data

Millions of log records generated 
daily
• 9.7TB Average Daily Mainframe 

Log Data 

Difficulty to get the 
information in a timely 
manner
• Not real-time, typically have to 

wait overnight for an offload

• Typical daily FTP 
upload/downloads can’t get 
granular17



• High performance, low-cost, platform for collecting critical 
system information in real-time

• Normalization of the z/OS  data so it can be used off 
platform analytics engines

• Ability to easily combine information from different data 
sources and systems across the Enterprise

• Address the SME challenge:  use by network managers, 
security analysts, application analysts, enterprise 
architects without requiring mainframe  access or 
expertise 

Market Landscape and Key 
Concepts: What is needed?
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Ironstream

Ironstream® for Mainframe Overview
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Assembler 
COBOL C, 
REXX

!

IRONSTREAM DATA FORWARDER

TCP/IP

Ironstream Desktop

DCE IDT
Data Collection Extension

SYSOUT
Live/Stored
SPOOL Data

Db2 USS Alerts
Networks

Components

ForwarderAPI
Application Data

SYSLOG
SYSLOGD

SMF RMF File Load Log4j

IRONSTREAM

Real-time Collection
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Splunk Analytics for Security and Compliance (SIEM)

Easier to identify unauthorized mainframe access or other security risks and ability to meet 
compliance requirements such as SOC II

• Primary Data Sources
• SMF records used for intrusion detection, tracking TSO Logon and account activity, FTP traffic and dataset analysis.

• SYSLOG messages to monitor RACF, ACF2, and Top Secret activities on z/OS.

• SyslogD and Network Alerts used to monitor security events and activity

• Challenges Addressed
• Tracking security related issues including password changes, login success and failures, account lock outs, dataset 

access, FTP activity
• Identify changes in access patterns to detect potential security threats
• Move from post event forensics to real-time monitoring of the security environment
• Fulfillment of mandatory security and compliance audits to meet corporate and regulatory requirements
• Eliminate manual reporting along with the delay required to get the information, by accessing it in real-time



Ironstream z/OS Security Specific Data Collection

Intrusion Detection (port scans, floods/DoS attacks, malformed data packets)

• z/OS Traffic Regulation Management Daemon (TRMD) 

+ SYSLOGD + Base network management component

TSO logon tracking

• SMF30

TSO account activity (create, update, delete, lockout)

• SMF80

FTP authentications

• SYSLOGD + Base network management component

FTP change analysis (file create, read, update, delete)

• SMF119

IP traffic analysis

• SMF119

Network + user-defined Events (pre-defined + user-defined)

• Base network management component



z/OS Security Dashboard

TCP/IP Network Traffic

Intrusion Detection showing Port Scans and Denial of Service Attacks



z/OS Security Dashboard

Job Initiations

TSO Account Activity
TSO Lockouts

FTP Session Activity
FTP Transfer Activity



Ironstream z/OS Security & Splunk Enterprise Security

All collected data sources can also be mapped 

to Splunk CIM for Enterprise Security and 

automatically exposed in ES dashboards along 

with security information from other platforms

• This requires the Ironstream for Splunk

Enterprise Security to be installed

• This provides an enterprise-wide, integrated 

view of security across all platforms via ES 

dashboards provided by Splunk



Syncsort Confidential and Proprietary - do not copy or distribute

Sample: Splunk Enterprise Security™ Security Posture Dashboard

Now shows z/OS® intrusions and anomalies 
along with events from other platforms
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Ironstream for IT Operational Analytics (ITOA)

Real-time alerts to identify problems in all key environments like CICS, DB2, IMS, MQ
View latency, transactions per second, exceptions and other valuable data

Benefits
• Real-time views of mainframe SMF data to identify real or potential failures earlier

• Correlation of information from different data sources (SYSLOG, Log4J, SMF, RMF)  for faster triage and 

resolution of application issues

• Monitoring of web-application environments with alerting and reporting capabilities to ensure users and 

customers are receiving the best web experience

Primary Data Sources
• SMF records for availability and performance data for z/OS operating systems, applications, web servers, DB2, 

CICS, and WebSphere MQ sub-systems.

• SYSLOG messages to monitor CICS, DB2, IMS, MQ, USS, Websphere Application Server(WAS), JOB activity, and 

other sub-systems

• Log4J and USS file-based logs used to monitor web-based application activity 



Syncsort Confidential and Proprietary - do not copy or distribute

Syslog Dashboard:  RACF Violations and Message Trends

RACF Violations by type RACF Violations by user

Trend message volumes today vs. same time 
last week and 2 weeks ago



Syncsort Confidential and Proprietary - do not copy or distribute

Syslog Dashboard:  Batch Job Activity

Batch JOB activity over time 
showing peak batch window



Syncsort Confidential and Proprietary - do not copy or distribute

Job Monitor for SLA Tracking:  SMF 30

Track JOB execution against defined service levels and identify JOBS 
that are at risk of non-compliance with service level agreement target

Drill down to predecessor JOBS



Syncsort Confidential and Proprietary - do not copy or distribute

Db2 Performance Monitoring

Logging Rate Uncommitted 
Records by Plan Lock State Escalations

Lock Contention
Unavailable Resources



Syncsort Confidential and Proprietary - do not copy or distribute

CICS Transaction Monitoring

Transaction Response Time

Transaction Rates CPU Usage by Transaction

Transaction Failures
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Ironstream Mainframe Module for Splunk ITSI

• Splunk IT Service Intelligence (ITSI) 

premium app delivers unique 

“service-centric” view of critical 

internal and customer-facing 

business services

• Free Ironstream Module enables 

service visualization, threshold 

monitoring, drill-down, predictive 

analytics for services spanning 

mainframe and distributed systems



Syncsort Confidential and Proprietary - do not copy or distribute

Ironstream Integration with Splunk ITSI 

• KPIs provided for 

mainframe systems in 

Service Analyzer 

‒ CEC (Central 
Electronic Complex), 
i.e. “the box”

‒ LPARs (logical 
partitions)

‒ Critical services

• Glass Tables for 

visualization



Syncsort Confidential and Proprietary - do not copy or distribute

Ironstream ITSI Glass Table for Mainframe



Syncsort Confidential and Proprietary - do not copy or distribute

Ironstream ITSI Glass Table for Online Banking Service



Summary: Value Today for Enterprises with an IBM z 

Less Complexity
Collect IBM z data; correlate with 
data from  the mainframe and other 
platforms; no mainframe expertise 
required

Clearer Security Information
Identify unauthorized access, other 
security risks; prepares and visualizes 
key data for compliance audits

Healthier IT Operations
Real-time alerts identify problems in 
all key environments View latency, 
utilization, exceptions, etc.  

Effective Problem-Resolution 
Management
Real-time views to identify real or 
potential failures earlier; view related 
'surrounding' information to support 
triage repair or prevention

Higher Operational Efficiency
Enhanced event correlation across 
systems; Staff resolves problems faster; 
“do more with less”

Eliminate Your Mainframe  
“Blind-Spot”
Splunk + Ironstream = Your 360ᵒ 
Enterprise View
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“
”

Thank You! 

Email: ed.wrazen@syncsort.com

Tel: +44 (0) 118 940 7634
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We want your feedback!

• Please submit your feedback online at ….
➢http://conferences.gse.org.uk/2018/feedback/OH

• Paper feedback forms are also available from the Chair person

• This session is OH


