
Mainframe Pentesting 101 10/31/19

© RSM Partners 2019 www.rsmpartners.com 1

World Class Mainframe Experts

Mainframe Penetration
Testing 101

Session Code AJ

Mark Wilson
RSM Partners

1

Agenda

Introductions Getting the language right What tools are out there Reconnaissance/Footprinting

One and One is not always 
two! Getting to first base Summary

2



Mainframe Pentesting 101 10/31/19

© RSM Partners 2019 www.rsmpartners.com 2

Introduction

3

4



Mainframe Pentesting 101 10/31/19

© RSM Partners 2019 www.rsmpartners.com 3

About RSM

5

M ENU

RSM Partners Mainframe Menu

6



Mainframe Pentesting 101 10/31/19

© RSM Partners 2019 www.rsmpartners.com 4

The IBM Mainframe!
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IBM Mainframe - Misconceptions
• The IBM mainframe is the most secure computing platform available to corporations today

– Wrong - It is the most securable

• The IBM mainframe is unhackable

– Wrong – Numerous successful hacks
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IBM Mainframe - Misconceptions
The Mainframe is Dead!

I announced the death of the mainframe, it's time to put the poor thing out of 
its misery. I declare the mainframe finally.... DEAD……. RIP

InfoWorld editor Stewart Alsop in 1991

"I predict that the last mainframe will be unplugged on March 15, 1996”

That should have happened many many years ago!!
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Getting the language right
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Getting the language right
Security Assessment

Reviewing the security settings of a site to identify any security weaknesses.
Requires high level of authority
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Getting the language right
Vulnerability Scanning

Scanning the code delivered by IBM and ISV’s along with any code you may have 
developed yourself

Test the code to see if it has any vulnerabilities that could be exploited by a 
knowledgeable user
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Getting the language right
Penetration Testing

Done by the good people out there to stop the bad folks getting in
This is the bit I enjoy the most
Should have the same access as a normal user
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Getting the language right
Hacking

The bad guys or gals…… its not necessarily a male dominated activity these days
They are after our stuff….
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What we will be focusing on
• What is Penetration Testing?
• Wikipedia Definition:
• “A penetration test is a method of evaluating the security of a computer system or network 

by simulating an attack by a malicious cracker.”
• What is it…

– A security test with permission
– Uses techniques employed by the bad guys
– Designed not to disrupt your system 
– Identify security issues to minimise the risk of an attacker compromising your system
– Basically we try to find holes in your system before somebody else does!

19

Skills Needed?
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Skills needed?
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Personality Traits!!
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Integrity
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z/OS System Integrity: IBM’s Definition
• First issued in 1973, IBM’s MVS System Integrity Statement, and subsequent statements for 

OS/390 and z/OS, has stood for over three decades as a symbol of IBM’s confidence in and 
commitment to the z/OS operating system

• IBM’s commitment includes design and development practices intended to prevent 
unauthorized application programs, subsystems, and users from bypassing z/OS security –
that is, to prevent them from gaining access, circumventing, disabling, altering, or obtaining 
control of key z/OS system  processes and resources unless allowed by the installation

24
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z/OS System Integrity: IBM’s Definition
• Specifically, z/OS “System Integrity” is defined as the inability of any program not authorized 

by a mechanism under the installation’s control to circumvent or disable store or fetch 
protection, access a resource protected by the z/OS Security Server (RACF), or obtain 
control in an authorized state; that is, in supervisor state, with a protection key less than 
eight (8), or Authorized Program Facility (APF) authorized

• The Authorized Program Facility (APF) is the primary mechanism provided for this purpose. 
It allows authorization of system-level programs that need to modify or extend the basic 
functions of the operating system

25

APF Authorization in Action -
Rules of the Road

26

26



Mainframe Pentesting 101 10/31/19

© RSM Partners 2019 www.rsmpartners.com 14

Properly protect LNK and LPA data set to avoid system security and integrity exposures, just as you would 
any APF-authorized library.

The system runs in “problem state”. Meaning the set of privileged instructions is not available. Only when 
the “problem program” is in “supervisor state” can these privileged instructions be used. APF 
authorization of programs, however granted, permits their use.

APF LPA SVC ExitsLNK PPT

APF Datasets are defined to 
the system at a very early 
stage of the IPL process.  As a 
result the system has no  
knowledge of their actual 
existence and loads “as is”. 
Errors in naming lead to Post-
IPL APF vulnerabilities if they 
are allocated.

LNKLST Datasets are APF 
Authorized by default. Or not, 
when the value of the IEASYS 
Parameter LNKAUTH is set to 
APFTAB. Only those Modules 
in either APF/LNKLST marked 
by the author as AC1 will 
actually be granted APF 
authorized access.

If a library is in the LNKLST 
concatenation but is not APF-
authorized, the system will 
consider the library to be 
unauthorized for the duration 
of the job or step if the library 
is referred to through a JOBLIB 
or STEPLIB DD statement.

It is not necessary for the 
datasets in the LPALST to be 
APF-authorized. However, any 
module in the link pack area 
(pageable, modified, fixed, or 
dynamic LPA) is treated by the 
system as though it came from 
an APF authorized library.

PSW keys 0  - 7 are used by 
the z/OS base control program 
(BCP) and various subsystems 
and middleware. Key 0 is the 
master key. PSW keys 8 
through 15 are assigned to 
users. The Program Properties 
Table can be used to modify 
expected PSW key values.
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What's an ESM and what 
do they do?

28
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What is an ESM and what do they do?
• ESM = External Security Manager
• There are three of them today:

– IBM® RACF®   (RACF) *Also version for z/VM
– CA ACF2™       (ACF2) * Also version for z/VM 
– CA Top Secret®   (TSS) * Also version for z/VM and z/VSE

• They have many roles to perform:
– Authentication  (Users)
– Authorization  (Data and Users) 
– Logging (Data and Users) 

29

Authentication
• Service provided by all three ESM’s

– Traditional User Name and Password (8 characters)
– Passphrases (9-100 characters) 
– Passtickets (digital certificates) 
– Multi Factor Authentication (MFA) or Advanced Authentication

30
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Authorization
• A function provided by the ESM’s to check if something has access to something
• However the ESM doesn't actually check access!

• The resource manager asks the ESM a question
– Can Carla access SYS1.IPLPARM, with UPDATE?
– The ESM responds with a YES, NO or Don’t Know!

• The resource manager then decides how to process the response
• The normal response is that the resource manager ALWAYS does what the ESM says…. well 

sort of!!

31

What non mainframe tools 
are out there today? 
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What tools are out there today? 
Do a simple google search

mainframe pentesting tools or mainframe hacking tools

There is plenty to read and research

33

What tools are out there today? 
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CICSPWN - https://github.com/ayoul3/cicspwn
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And don’t forget……
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More YouTube

• https://www.youtube.com/user/moshe5760/videos
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https://www.youtube.com/user/moshe5760/videos
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Reconnaissance/Footprinting  
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Mainframe Specific+
• System Tools

– D IPLINFO & IPLINFO
– SHOWMVS
– TASID
– SYSLOG (SDSF, IOF, SYSVIEW, etc)
– z/OS and JES Commands
– Write your own

• List Servers
– IBMMAIN
– RACF-L

• Social Media (FB, Linkedin, Twitter etc)

41

Some zOS Commands
System Service Display Modify Set

APF Library list 

LPA Library List

Linklist Library List

D PROG,APF 

D PROG,LPA

D PROG,LNKLST

T PROG=(xx) 

APPC (Advanced Pgm to Pgm Commun) D APPC T APPC=(xx,L) 

ASCH (APPC scheduling) D ASCH T ASCH=(xx,L) 

Consoles D CONSOLES 

Console Groups (alternate console defn) D CNGRP T CNGRP=(xx,L) 

Data Lookaside Facility (HIPERBATCH) F DLF,STATUS 

I/O Subsystem configuration D IOS,CONFIG 

MVS Messaging Service D MMS 

Message Processing Facility D MPF 

zOS PARMLIB D PARMLIB

System Management Facility D SMF[,S][,O] 

Cross System Coupling Facility D XCF,SYSPLEX D XCF,COUPLE D XCF,PRSMPOLICY 

Storage Management Subsystem  D SMS[,A],[OPTIONS]  

42
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Other Ways to find information
• ISRDDN

– Part of standard TSO
– TSO ISRDDN

• APF
– Shows list of all currently APF 

Authorised Datasets

• MXI
– You can still get a free version of this 

commercial product; very useful

• TASID
– http://www-

01.ibm.com/support/docview.wss?rs=1
7&context=SSBLLD&dc=D400&uid=swg
24009131&loc=en_US&cs=UTF-
8&lang=en

• SHOWzOS
– http://www.cbttape.org/

• Something the sysprogs have written 
themselves!

43

Other Ways to find information
• SYSLOG

– Use you sites tool SDSF, EJES, etc
– Browse the log; Look for ICH408I messages
– You will find resource names, Userids and in some cases the password of a Userid

• Ever typed in your password instead of your Userid!

44

http://www-01.ibm.com/support/docview.wss?rs=17&context=SSBLLD&dc=D400&uid=swg24009131&loc=en_US&cs=UTF-8&lang=en
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IPLINFO
• If you can issue commands the 

starting point should be:
– D IPLINFO
– Lists detail from the last IPL

RESPONSE=RSMP                                                   
IEE254I  18.26.07 IPLINFO DISPLAY 487                          
SYSTEM IPLED AT 12.49.51 ON 12/27/2018                        
RELEASE z/OS 02.03.00    LICENSE = z/OS                       
USED LOAD23 IN SYS2.IPLPARM ON 01000                          
ARCHLVL = 2   MTLSHARE = N                                    
IEASYM LIST = (00,L)                                          
IEASYS LIST = (00) (OP)                                       
IODF DEVICE: ORIGINAL(01000) CURRENT(01000)                   
IPL DEVICE: ORIGINAL(01269)
CURRENT(01269)VOLUME(TSRB1A) 

45

Load Member
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System Configuration
• Specifies system specific parameters.
• Root of all parameters
• Defines the master catalog, nucleus, IEASYSxx

member, IEASYMxx member (which can also 
specify (IEASYSxx), and parmlib concatenation.

• Has filters, enabling multiple system images to 
use same

• Should be in SYSn.IPLPARM

LOADxx

NUCLSTxx IEASYMxx

IEASYSxx

47

IEASYSxx
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You know have……
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RACF Specific
• RACF SEARCH Command

– WARNING (Dataset & General Resources)
– SR NOMASK WARNING
– SR CLASS(xxxxx) WARNING

• RACF LD Command
– List all of the APF Authorised datasets
– What access do you have?

50
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Hints and Tips….

Do this as 
quietly as you 

can
Screenshots

NotePad, 
save as TXT 

files

Collect all 
that you see, 

it may be 
important 

later! 
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One and One is not always two!
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Getting to first base
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Getting to first base

List the ESM 
system settings
• RACF SETROPTS
• ACF2 GSO Options
• TSS TSSPRMxx

List all of the ESM 
profiles you have 

access to

List all of the APF, 
Linklist, Parmlib

and Proclib
datasets, do you 

have access?
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Summary
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The Process

57

Be patient!

Do it quietly, its more fun that way

Don’t change anything on a running Production system!

If you can get access to a test system, use it!

Practice, Practice and Practice!!!!

Summary
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Thank you!

• Please complete the Session Evaluation!

• Session Code AJ

• Do it in the APP!!

© Copyright IBM  Corporation 201959
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