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Agenda 

• MFA	2.0	
• zSecure	2.4	



How are users authenticating without MFA? 
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Users authenticate with:  
•  Passwords 

•  Password phrases 

 

Problems with passwords: 
•  Common passwords 
•  Employees are selling their passwords 
•  Password reuse 
•  People write down passwords 
•  Malware 
•  Key log 
•  Password cracking 



What is multi-factor authentication? 
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SOMETHING THAT YOU 
KNOW 

- Usernames and passwords 
- PIN Code 

SOMETHING THAT YOU 
HAVE 

- ID Badge 
- One time passwords 

- Time-based 

SOMETHING THAT YOU ARE 
- Biometrics 

Capture	



•  Extend	IBM	
RACF	with	no	
changes	to	
authenticate	
users	with	
multiple	
factors	

•  Fast,	flexible,	
deeply	
integrated,	
easy	to	deploy,	
manage	and	
use	

• Gain	flexibility	
with	support	
and	integration	
for	the	
broadest	array	
of	factors	and	
vendors	

• Achieve	
regulatory	
compliance	
and	meet	best	
practices	(PCI-
DSS,	DISA-
STIG…)	

IBM Z Multi-Factor Authentication 
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Raise	the	assurance	level	of	critical	applications,	data,	
identities	and	hosting	environments	

IBM	Z	Multi-Factor	Authentication		(5655-MA1)	
IBM	Z	Multi-Factor	Authentication	S&S	(5655-MA2)	



What works with IBM Z MFA? 
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Proprietary	Protocol:		

RADIUS	Based	Factors:	

TOTP	Support:	

Certificate	Authentication:	

Password/Passphrase:	
RACF	Password/Passphrase	can	be	used	in	conjunction	
with	all	in-band	authentication	methods.	
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Target Personas for MFA 
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Question:		Who	should	be	covered	with	MFA?	
Answer:	Everyone	

8 

Employees that  
work with personally 
identifiable info. 

•  Human Resources 

•  Healthcare workers 

•  Law Clerks 

•  DMV Clerks 

Target	personas	for	IBM	MFA	include	anyone	with	access	
to	data	a	client	would	not	want	released	to	the	public	

Employees that have 
authority over managing 
money 
•  Brokers, Traders, 

Analysts 
•  Tellers 
•  Payroll 
•  Credit Card Processing  

Users that have 
knowledge of Corporate 
Intellectual Property 

•  Executives 

•  Engineers 

Business Partners – that 
access YOUR data 

•  Agents – Travel, 
Insurance 

•  Contract organization – 
Outsourcers 

Users managing key IT 
assets 

•  Systems Programmers 

•  Security Administrators 

•  Database Admins, 
Developers 



RACF Support 
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•  RACF’s	MFA	support	introduces	extensions	to	a	variety	of	components	of	
RACF	
– User	related	commands		

•  Allow	the	provisioning	and	definition	of	the	acceptable	MFA	tokens	for	a	
user	

	
– Extensions	to	authentication	processing	

•  Allows	supported	tokens	to	be	used	by	any	z/OS	application	

– Extensions	to	SAF	programming	interfaces		
•  Provides	a	new	SAF	service	for	IBM	MFA	allowing	access	to	MFA	data	
stored	in	the	RACF	database			

– Auditing	extensions		
•  Tracks	that	MFA	was	used	during	the	authentication	process	for	a	given	
user	

– Utilities	
•  RACF	Database	unload	non-sensitive	fields	added	to	the	RACF	database	
used	by	MFA	processing	

•  SMF	Unload	–	unloads	additional	relocate	sections	added	to	SMF	records		



IBM Z Multi-Factor Authentication 
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•  MFA	ISPF	panels	for	configuration	and	management	of	
authentication	tokens		

•  MFA	Web	Interface	
– User	Interface	supports	factors	such	as	Smart	Cards	and	serves	
as	web	interface	for	registration	–	depending	on	factor	type	

•  MFA	Manager	Services		
– Provides	MFA	main	logic	
– Register	MFA	Factor	Data	for	a	z/OS	user	
– Validates	a	user	provided	factor	against	RACF	MFA	Data	
– Accesses	MFA	Data	via	SAF/RACF	via	callable	services		

z/OS MFA Manager 

TOTP		

PC 
Routine 

RSA 

SAF 

RACF 

Translation Layer 

Web Server 
ISPF Panels  
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Runs completely on z/OS!!! 

RADIUS	

Certificates	



What’s new in 2.0? (GA: May 17, 2019) 
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•  New Name 
•  ISAM Integration (ISAM pick up OTP, CIV Integration via RADIUS) 
•  Native Yubikey 
•  LDAP Simple Bind 
•  Policy First Update 
•  JWT Support 
•  Out of Band - National Language Support & Customization 
•  Self-Service Password Change 
 



IBM Z MFA Support in zSecure 
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zSecure Admin and Audit 
•  Selection and display of MFA fields in RACF profiles. Extra fields and formatting added 

for easier display. 
•  Selection and display of new relocate section and MFA information in SMF records. 
•  New field available in SYSTEM report about presence of RACF MFA support. 

zSecure Access Monitor 
•  Detection and reporting of use of MFA for every RACINIT, including TSO logon. 

zSecure Command Verifier 
•  Support for parsing new command syntax. 
•  New Policy Profiles to control management of MFA information, and updates to 

command recording in Command Audit Trail. 

zSecure Adapters for SIEM 
•  Include MFA information to QRadar for analytics 
 
zSecure Visual 
•  User context menu extensions for MFA factors and policies; MFPOLICY edit 



What’s new in zSecure 
2.4.0? 
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•  Command	Ticket	Logging	
•  File	Integrity	Monitoring	
•  z/OS	2.4	support	

•  Custom	data	for	general	and	dataset	resource	profiles	
•  SMF	Enhancements	
•  Privilege	escalation	detection	(new	alert	added)	

•  Compliance	
•  Show	differences	(progress	or	regression?)	
•  Compliance	ACF2	252/357	circa	70%,	new	report	type	ACF2_SENSRESOURCE_ACCESS	
•  STIG	Currency	
•  More	IMS	security	settings	made	available,	including	OTMA	

•  QRadar	events	ICSF	statistics,	MFA	audit	trail	(83-7)	
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Command	and	
Ticket	Logging	

14	



Command and Ticket Logging 
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•  What	is	it?	
•  New	feature	in	zSecure	Admin.	
•  Provides	a	mechanism	for	administrators	to	record	the	approval	record	associated	with	a	

given	change.	

•  Client	Value	
•  Auditors	will	ask	“What	was	the	change	request	number?”.		Prior	to	this	support	it	was	a	

manual	process	to	get	the	answer,	if	they	could	at	all.	
•  With	this	support,	very	easy	to	provide	the	answer.	

•  Also	available	in	2.3.1	–	PTFs	UA99126,UA99127,UA99128		



CKXLOG started task 

zMasters	2019-09-11	Licensed	material	©	2019	IBM	
Corporation	

•  The	Command	and	Ticket	Logging	feature	zSecure	Admin	

•  Writes	to	system	or	sysplex	wide	
CKXLOG	log	stream.	

•  Command	logging	requests	are	sent	
to	CKXLOG	by	zSecure	Admin	and	
zSecure	Command	Verifier	with	an	
optional	ticket	id.	

•  Characteristics	are	defined	once	
during	install	for	a	model	
logstream.	

•  Remembering	a	current	ticket	in	
the	server	is	limited	here	to	1	hour	
after	last	use	(HHMM	is	0100).	

SETUP	LSNAME(&SYSPLEX..CKXLOG)								
SETUP	LSMODEL(MODEL.CKXLOG)											
SETUP	TICKETEXPIRE(0100)		
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Enter ticket number in Admin 
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•  The	Command	and	Ticket	Logging	feature	zSecure	Admin	

•  Extra	fields	in	many	ISPF	user	
interface	panels.	

•  There	is	even	space	for	a	full	ticket	
URL	in	the	description	field	(tag	
More		if	longer	then	field	on	panel)	

17	



CKXLOG primary command 
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•  The	Command	and	Ticket	Logging	feature	zSecure	Admin	

•  Or	in	the	zSecure	UI,	
type	CKXLOG	and	
modify	the	current	
change	ticket	number	
plus	any	extra	
description	required	by	
the	auditors.	

18	



Command Review option 
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•  The	Command	and	Ticket	Logging	feature	zSecure	Admin	

•  A	new	primary	option	
menu	item	CR	for	
Command	Review	has	
been	added	to	zSecure	
Admin.	

•  You	can	easily	run	
members	with	RACF	
commands	(CR.1).	

•  You	can	easily	review	
and	run	commands	in	
the	CKXLOG	command	
log	(CR.2).	
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CKXLOG input 
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•  The	Command	and	Ticket	Logging	feature	zSecure	Admin	

•  The	SETUP	FILES	can	
select	the	active	
command	log	stream	
(last	24	hours),	or	a	
specific	log	stream,	or	
an	offloaded	or	
unloaded	data	set.	

•  In	CARLa,	the	files	are	
allocated	with	ALLOC	
TYPE=CKXLOG.	

20	



Select command log records 
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•  The	Command	and	Ticket	Logging	feature	zSecure	Admin	

•  In	the	CR.2	
selection	panel,	
select	records	and	
specify	how	you	
want	to	summarize	

•  Concise	report	will	
show	just	time	/	
user	/	command	
overview	under	the	
summary,	but	will	
show	detail	when	
zooming	in.	

21	
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File	Integrity	
Monitoring	

22	



File Integrity Monitoring 
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•  What	is	it?	
•  New	feature	in	zSecure.	
•  Provides	a	mechanism	to	show	administrators	and	auditors	if	a	file	has	been	changed	or	

tampered	with.	

•  Client	Value	
•  Intrusion	detection	
•  Integrity	validation	
•  Several	regulations	benefit	from	FIM	for	compliance!	

•  PCI-DSS	
•  10.5.5:	data	log	integrity	
•  11.5:	critical	file	comparison	

•  HIPAA	
•  GDPR		



Take fingerprints with zSecure Collect 
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FIM	
Critical	
file	

-  CHECK=		
-  Select	critical	data	sets	
-  Or	use	CHECK=YES

-  CHECK_ALGORITHM=
-  Select	algorithm	
-  OLD	–	backward	compatible	
-  SHA2-512
-  SHA3-512

	

zSecure Collect 

CKFR
EEZE

 file 



Two types computed by zSecure Collect 
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-  Based	on	the	contents	of	a	data	set	
or	a	library	

-  Same	across	customers	
-  Usage:	identify	duplicates			

-  Based	on	the	contents	and	
metadata,	e.g.,	names,	IDR/ZAP	

-  Site	specific		
-  Usage:	anti-malware	protection	

FINGERPRINT ANTI_TAMPER_DIGEST



RE.F: FIM in zSecure Suite – which data sets changed  
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RE.F: FIM in zSecure Suite – which data sets changed  

27	Licensed	material	©	2019	IBM	Corporation	



RE.F.M: FIM in zSecure Suite – Show program 
changes 
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In	this	case,	clearly	a	new	
program	version	was	linked.		
We	suppress	the	actual	
digest	values	here.	



Extended zSecure Admin with a new feature 
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z/OS	2.4	support	

29	



RACF 2.4 has new general resource segments 
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•  zSecure	z/OS	2.4	support	

•  Select	on	presence,	absence,	
display	of	3	new	general	
resource	segment	types:	

•  CSDATA		
•  adds	custom	data	fields	
•  IDTPARMS	
•  defines	how	to	authenticate	
identity	tokens	

•  JES	
•  defines	how	to	encrypt	JES	
spool	–	for	future	use	

30	



SMF Enhancements 
•  Success	logging	now	includes	CRITERIA	

•  Field	RECORDDESC	extended:	
RACF	ACCESS	success	for	CRMBJU1:	(READ,READ)	with	criteria	SMS=DSENCRYPTION	on	CSFKEYS	ZSECKEY8			

•  New	TYPE=SMF	field	CRITERIA	shown	with	default	prefix	header:	
					Criteria	condition	satisfied		SMS=DSENCRYPTION		

•  More	ICSF	record	detail	
•  SMF	83-7	MFA	record	

•  New	TYPE=SMF	fields	MFA_FACTOR,	MFA_POLICY,	populate	5	fields	
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SMF 83-7 MFA record 
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Privilege Escalation Detection 
•  Detects	ACEE	updates	
not	done	by	RACF	

•  New	class	ACEECHK	
•  New	alert	1123	upon	
detection	

•  New	audit	concern	if	
software	installed	but	
class	inactive	
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Enhance zSecure Audit productivity 
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Compliance	framework	
enhancements	

34	



AU.R enhancement - comparison 
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•  TYPE=COMPLIANCE
*	newlist	types	have	
been	enhanced	to	
support	comparison	



AU.R enhancement - comparison 
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•  The	first	is	on	the	rule	set	level	just	comparing	percentages	–	4	STIG	rules	have	difference	
•  3	object	types	have	a	difference	
•  389	objects	have	some	difference	in	test	result	



IMS Region Open Transaction Manager Access (OTMA) 
support  
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•  New	repeat	group	in	
TYPE=IMS_REGION.	

•  Filled	in	if	OTMA	active	
•  Scroll	down	in	RE.M.R	

•  Show	default	RACF	setting	

•  Show	client	RACF	setting	

•  Resource	added:	
IMSXCF.group.mem	
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ACF2 resource access compliance 
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•  New	NEWLIST	TYPE=ACF2_SENSRESOURCE_ACCESS	

•  Similar	to	ACF2_SENSDSN_ACCESS	

•  Purpose	is	writing	compliance	rules	for	general	resources	in	ACF2	

•  Coverage	is	now	at	70%	
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IBM Security Community 
 
Learn: Come to one place where IBM Security customers, 

experts, teams and a broader audience converge to share, 
solve, synergize 

 
Network: Connect with the IBM Security ecosystem through 

engagement, education & the championing of users and their 
work 

 
Share: Get equipped to solve business challenges today to 

deliver tomorrow’s business outcomes.  
 
 

4,000+ Members Strong!  
community.ibm.com/security  

An online digital platform to support all aspects of community	



Questions? 



Please submit your session feedback! 

• Do	it	online	at	http://conferences.gse.org.uk/2019/feedback/nn	
	
•  This	session	is	FH	


