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Abstract

* As enterprises depending on IBM Z begin Chapter 2 of their journey to cloud, operations teams are challenged to
maintain visibility into increasingly unpredictable workloads, ensuring availability and performance of their
subsystems to maintain SLAs and expected qualities of service. With increasing exposure of CICS, IMS and Db2
workloads as RESTful APIs it is critical to be able to monitor these API's, subsystems and the JVMs that link them.

Generational shift demands that this visibility be increasingly accessible for less experienced personnel to
maintain service levels.

* In this session you will learn how IBM's monitoring solutions, including OMEGAMON for JVM, have been
enhanced to give you greater insight into your critical resources, including z/OS Connect EE and how the overall

user experience is being enhanced to support generational transition. Join us and learn how customers are
leveraging this to drive increased operational resiliency.

How to diagnose and solve zOS application issues with APIs
and subsystems / © 2020 IBM Corporation
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Agenda

* Mainframe Monitoring Challenges in Hybrid Multi-Cloud
Environment

* Monitoring for hybrid cloud applications with IBM Z OMEGAMON for
JVM

* Typical scenarios
* Determine z/OS Connect EE API performance
e Performance improvements

e zTrial —Try for FREE
e Additional Resources — Learn More

How to diagnose and solve zOS application issues with APIs
and subsystems / © 2020 IBM Corporation



Java and z/OS — A natural fit

Al
18

* Java on z/0S has grown in past 10 years with
a mix of new applications and workloads
integrating with existing applications
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* One of the most popular development
languages combined with improved tooling

 Attractive to clients through offloading
capabilities on Z

» Performance of Java running on z/OS is
second to no other platform

How to diagnose and solve zOS application issues with APIs and subsystems / © 2020 IBM Corporation




We are living through an API

revolution! The first step of a

hybrid journey is
to integrate IBM Z

through the
Enterprises across every industry power of APIs.
are seizing the opportunity to
change the way they interact with
their customers by unleashing
their digital core as part of a

hybrid landscape.
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APls on IBM Z are now mainstream!

Integration of Z assets via APIs is seen as the most effective first step on a hybrid journey
Market analysis states 1000s of enterprises will need integration and APl enablement on Z in
the next few years

L) + 7

60%

of enterprises see APIs
as critical to their
business strategy of
integrating Z into their
hybrid architecture

10005 10 of 20

of IBM Z customers of the world’s top banks
will need an API already use z/0S
enablement solution Connect Enterprise

in the next few years Edition, and more are on
the way

How to diagnose and solve zOS application issues with APIs and subsystems / © 2020 IBM Corporation

150m

APl requests (and
counting!) are driven
through z/0S Connect
Enterprise Edition each day
by our largest clients




Monitoring In a Hybrid Cloud Environment

Databases

=[] =

Mobile/Web z/OS Connect EE

Storage

Hybrid
Cloud

IBM OMEGAMON

How to diagnose and solve zOS application issues with APIs
and subsystems / © 2020 IBM Corporation
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Modern Hybrid Cloud Applications
Depend on IBM Z

All IBM Z Resources need to be
monitored for Operational Resiliency

JVM'’s such as z/OS Connect EE APIs
are now business-critical links

Monitoring of z/OS Connect EE APlIs is
becoming key to avoiding major blind
spots in-between applications,
database, and middleware
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Monitoring for hybrid cloud
applications

IBM Z OMEGAMON for JVM, V5.5
IBM Z OMEGAMON Runtime Edition for JVM, V5.5

How to diagnose and solve zOS application issues with APIs
and subsystems / © 2020 IBM Corporation
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IBM Z OMEGAMON for JVM V5.5 GSE
IBM Z OMEGAMON Runtime Edition for JVM, V5.5

- identical function, new pricing metric

(=)

Resource monitoring of Delivery options:
v % all online Java Virtual Standal / Suit
. n n i

T S a Machines (JVMs) on the andalone / suites

IV Y IEM OMEGAMON z/0S platform Simultaneous-Instances

IBM Z OMEGAMON for JVM ]

wt S 1

f z/0S Connec t \-Neb.Sphere /

JVM I-IJM

=)

Reduce Blind Spots by Monitoring
all Java Runtimes on z/0S

diagnose and solve zOS application issues with APIs 10
and subsystems / © 2020 IBM Corporation



IBM Z OMEGAMON for JVM, V5.5

New / Updated Features

2019 / 2020 Enhancements

HBR1MSTR
JITO616
HBRSMSTR
IMSCCJM2
JJDOCMWL
_ AMCDO2
IMSCFJM2

PEARG6
WB85BGAPS

WB5BGDS
WB5BGDSS
JYAPI9

File Edit View Tools Navigate Help

Subsystem
Type

Liberty
ODM

IMS
Liberty
Standalone

Subsystem
Tupe

Standalone
WebSphere
CICSTG
Standalone
CICSTG
WebSphere
Standalone
Standalone
WebSphere
WebSphere

[ Standalone

Application |AGCs per
YMinute

N/A
z/0S Connect
HBRS
JMP

11/18/2016 07:37:41

JVM Health Summary
JYMs Monitored by this Cc

| N | |

JYMs Not Monitored by this

K | RN |

Bl [ +Futl

/Java/J8064
/WebSphere/V8R5/sysg/cel
/Java/J7.0_64

/Java/J6.0

/Java/J7.0_64
/WebSphere/V8R5/sysg/cel

/WebSphere/V8R5/sysg/cel
/WebSphere/V8R5/sysg/cel
/Java/J8o

version

8.0.1.1 pmz6480srifpl-20150603_01
pmz6460_26sr8fp7-20150708_01 (SR8
7.0.9.20 pmz6470sr9fp20-20151119_
pmz3160sri6fp15-20151106_01(SR16
7.0.9.20 pmz6470sr9fp20-20151119_
pmz6460_26sr8fp7-20150708_01 (SR8
8.0.1.1 pmz3180sr1fp1-20150603_01
8.0.1.1 pmz3180srifpl-20150603_01
pmz6460_26sr8fp7-20150708_01 (SR8
pmz6460_26sr8fp7-20150708_01 (SR8
8.0.1.1 pmz3180sri1fpl-20150603_01

Next

Added since V5.4

= Advanced Monitoring for z/OS Connect APIs
Records every API request
API Response Time breakdown
View Service provider details

U
HIOW, to diagnosg

ates

nd solve zO

= V5.5 Enhancements
— Extend native memory details
— Supplementary API visualization
— List completed JVM tasks
— Collector performance improvements
— New pricing option

Offering in continuous delivery — further

Pappanon issues with APls

and subsystems / © 2020 IBM Corporation
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Typical Scenarios for IBM Z OMEGAMON for JVI\/F,; ““““““““
V5.5.0

* Understand workloads with visibility and discovery of JVMs
* Monitor for JVM service levels (patched to latest level?)

*  Monitor JVM memory usage
 Monitor for NATIVE memory usage \ 5

* Monitor Java Garbage Collection \ 0

e Determine Performance Issues
« E.g.Locks / Threads

 Determine z/0OS Connect EE API Performance Issues
* Review Performance History

IBM OMEGAMON
12

How to diagnose and solve zOS application issues with APIs
and subsystems / © 2020 IBM Corporation
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Scenario: Understand workloads with visibility and
Discovery of JVMs

* JVMs can be found all over the environment. Can you
be clear what is online, are there JVMs online that are

unplanned?
A FALE JRE 2T T - Starting the JVM Monitor will seek out and find all
running? We need to JVMs on an LPAR regardless of subsystem type
see all JVMs that are whether they have been configured for full monitoring
currently online or not.

» The agent will capture the jobname, ASID, subsystem
type and basic details of the JVM.

CICSTS g DB2 )
[ VM J OMEGAMON JVM VM |
\_ J
Agent
4 N
WAS IMS
Lo LPAR L

A\ 4
)

A 4
)

VM |

13



Scenario: Understand workloads with visibility and

Discovery of JVMs

Co
KJ

Vi

mmand ==>

JCJS

Columns

HBR1MSTR
JJIJTO616
HBRSMSTR
IMSCCJM2
JJIDOCMWL
AMCDO2
IMSCFJM2

Columns 2

PEARGG6
W85SBGAPS
CTG920A
INGNEZEA
CTG910B
W85BGAS
JYAPI3
JYAPIA4
w85BGDS
Ww85BGDSS
JYAPI9

File

Subsystem
Type

Liberty
ODM
IMS
Liberty

IMS

Subsystem
Type

Standalone
WebSphere
CICSTG
Standalone
CICSTG
WebSphere
Standalone
Standalone
WebSphere
WebSphere
Standalone

Edit

Standalone

Yiew

Tools

Navigate Help

JVYM Health Summary

J¥Ms Monitored by this Cd
| | | e

1171872016 07:37:41

Application AGCs per A% Time in AHeap
YMinute VYGC Pauses VO0ccupancy

N/7A

z/0S Connect

HBRS

JMP

N/7A
UrbanCode
JMP

/7Javas/Jgoeq

/WebSphere/VY8R5/sysg/cel
/7Java/J7.0_64

/7Javas/Je .0

/7Javas/J7.0_64
/WebSphere/VY8R5/sysg/cel

/7Javas/Jgo
/7Java/Jgo

7WebSphere/V8R5/sysg/cel
/WebSphered ¥

/7Java/Jgo

0.00%
77.38%
0.00%
0.00%
0.00%
0.61%
0.00%

J¥Ms Not Monitored by

CE

No initial

configuration
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For a JVM to be fully monitored, it must be
instrumented to allow OMEGAMON to collect
data. If not, we can still determine online JVMs
and their subsystem type. These are reported on
the second subpanel here. A user can then
determine if they want to instrument that JVM

version

8.0.1.1
pmz6460.
7.0.9.2
pmz3160
7.0.9.2
pmz6460.
8.0.1.1
8.0.1.1
pmz6460.

Qﬁéﬁ%ﬁﬁﬁﬁ@ﬁ%a:M&ﬁgﬁ%ﬁ%MMhAMS

PN

for full monitoring. y
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Scenario: Understand workloads with visibility and G g
Discovery of JVMs

Ele £t Ywew Heb

o N it 2 1 IV Manored by This Coliecier

I IS R S SR EEREEEE ¥ Cquivalent Tivoli Enterprise Portal
e lite el i 4w e B screen showing JVMs currently being
fully monitored and those detected
= — as being online but not monitored by
e SRS nesmmmen . JVM agent

How to diagnose and solve zOS application issues with APls
and subsystems / © 2020 IBM Corporation
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Scenario: Monitor for JVM service levels E
- Identify Environment Issues

Environment Detalls

Classpath JYM Parm

Environment Yariables

How to diagnose and solve zOS application issues with APIs




Scenario: Monitor for JVM service levels

- Identify Environment Issues

[E; Situation Editor

WEENL;

# [@ Al Managed Systems

® [@ cicsPlex

= [@ cicsplex

@ cicsplex Manager

@ cicsTe

[@ cIcsTG IRA Manager

& ms

= @ JvM Monitor
(3 [CW_Javas_Tesf
[3 JvM_General_CP!
[ JvM_system_GC_
[ JvM_Thread_Bloc

@ Linux os

@) mainframe Networks

@] Mainframe Networks

* [@ MQSERIES

[@ mvs DB2

@) mvs sysplex

(@ mvs system

@ nep

(@ a1 agent

@ al Broker

@ Queue-Sharing Groug

@] storage Subsystem

# [@ surmmarization and P

[ .

UH®EHEE

HEHHEEEE

MEEHEEEEEE

How to diagnose and solve zOS application issues with APls and subsystems

[8] Select condition

Condition Type
(@ Aftribute Comparison

) Situation Comparison

Attribute Group

Aftribute Item

“ S Formula || 2] Distribution | @) Expert Advice | 47 Action || © Until

CTCOMMAND

ITM Audit

ITM Historical Exports

JVM Auto Discovery

J¥M CPU

JV¥M Environment Data

JVM Environment Data Details
J¥M Garbage Collection

Jy¥M Health Summary

JVM Locks

JYM Overview
Nk Thraade~

Description

Version
Indicates the version of Java th

~ | ||ASID

Collector ID

Full Yersion
Java Home

Job Name
Managed System
Process ID
Processors
SMF 1D
Subsystem Type
‘Version

Select All

In the TEP Situation Editor we create a new

Situation to check against the JVMs Version
attribute.

Deselect All

I8 situations for - J¥M Monitor - DEMO

PODDF

@] JvM Monitor - DEMO
= @ Jvm Monitor

[A[cw_Java7_wWarn|

[ cwitest

f& Formula \ 3] Distribution

Q) Expert Advice | 47 Action

CE

© until
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Name

‘CW_JavaT_Warn

Description

Testto see if JYM 7 is being used

Formula

S

e

Version
1 =17

Formula editor

Situation Formula Capacity r

4%

Sampling interval

G

h mm

Sound

[C] Enable warning.way

Play Edit..

Add conditions... Advanced...

State

[Vl Run at startup

i, Warning >

oK Cancel

CW_Java?_Wam

Apply Group... Help

If this condition is ever met, a Warning alert will

be raised.
© 2020 IBM Corporation

17



GUIDE

Scenario: Monitor for JVM service levels GSE

- Identify Environment Issues

| CW_Java7_Warn - tyt5063.tivlab.raleigh.ibm.com - SYSADMIN *ADMIN MODE*
’ Eile Edit View Help

@ - DH HESES8 0/ @SEYD IAECHEOEBENE? REd&E @
! o< Havigator 2 OB [ initial Situation Values
’ a1 View: [Physical Q@ lQ
| @ ORS Ring Systoms Dat o Byepl S| | version| M| S O] wame | fe | TR verdon
! L Report Classes Data for Sysplex 17 DEMO:SP22.VM | SP22 |DEMO | OMD1JJ22 | 0X0118| 33882181 JRE 1.7.0 IBMJS 2.7 208 5380-31 20150407_243188 (JIT ..
Once the situation is tripped,
you can analyze the current &
E] Current Situation Values
conditions, identify the
o o] M| 0 ool | o | e e
Offendlng JOb and ta ke 17 DEMO:SP22:.VM |SP22 |DEMO | OMD1JJ22 | 0X0118| 33882191 |JRE 1.7.0IBMJ9 2.7 ZOS 5390-31 20150407_243189 (JIT ..
appropriate action
o Physical 4
: |47 command View M BH B x || Expert Advice
i Take Action | @ & & & Q Location:| () loadHTML
|| raction - This TV is running Java 7. Update to use Java 8
’ Narme: l<Select Action= =
Command: | |

How to diagnose and solve zOS application issues with APIs

and subsystems / © 2020 IBM Corporation 18



Scenario: Monitor for JVM service levels CEE,

- Identify Environment Issues

The Situation Status Tree in enhanced
3270 Ul will also show event if there is
a JVM online with the offending Java
level. A user could then take
warn | gava virtuat appropriate action

arning

BE

AFuLL
Version

BE

DEMO

How to diagnose and solve zOS application issues with APIs
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Scenario: Monitor JVM memory usage e
- JVM Heap Memory Management

Command ==)

KJJCJS JVYM Health Summary

JVYMs Monitored by this Collector

Subsystem Application AGCs per A% Time in AHeap ASystem
Type VMinute VGC Pauses VO0ccupancy VYGC Count

~ BANKAPI1 Standalone Crediti

~ CICSMHOB CICS z/08 Connect
~ CICSMHOSB CICS z/08 Connect
~ LEAKER1 Standalone N/A




Scenario: Monitor JVM memory usage
- JVM Heap Memory Management

Command ==)
KJJCJS

Columns to

ORecording
Time

File

VETS

LEAKER1
LEAKER1
LEAKER1
LEAKER1
LEAKER1
LEAKER1
LEAKER1

Subsystem
Type

Standalone
Standalone
Standalone
Standalone
Standalone
Standalone
Standalone

Edit View Tools Navigate Help 02/09/2017 12:55:565

Historical Summary

Selected item LEAKERI1
IIIIIII'-

Application GCs per Time in Heap
Minute GC Pauses Occupancg

70,
65.
54,
42 .
32,
. 627
17.

23

1%
56%
85%
82%
67%

96%

GUIDE
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System Lo
GC Count Mi
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Scena

rio: Monitor JVM memory usage

- JVM Heap Memory Management

GCs per Minute
Heap Occupancy
% Time in GC Pa
% Time Unpaused
Max Pause Time
Avg Pause Time
Min Pause Time
Avg Global Paus
Avg Nursery Pau
Allocation Fail
Final Reference

Max Heap Size
Mean Heap Size
Min Heap Size
Nursery Amount

File Edit View Tools Navigate Help 03/15/2017 12:02:09

Garbage Collection Details

GC Details

Sample Period
GC Count
uses i System GC Count
Global GC Count
Nursery GC Count
Suynchronous GC Count
. Concurrent GC Count
e Time . : Avg GC Interval
se Time A : Avg Global GC Interval
ure Count.. AN Avg Nursery GC Interval
s Cleared Count

Heap Data

Max Used Heap

Mean Used Heap

Min Used Heap
Flipped

Does the Occupancy look OK?
Average Heap size fine?

Auto Update
SMF ID . 8Y

Coll ID : JJNW

84017458
GENCON
5m 00s

88
0
2
86
0
2
3.400s
2m 30s
3.480s

L]




Scenario: Monitor JVM memory usage
- JVM Heap Memory Management

File Edit View JTools Navigate Help 02/09/2017 14:42:12

Environment Details

J Overview || || | Classpath | Boot CP || JVM Parms

GUIDE
SHARE
EUROPE

UK REGION

Auto Update : ff
SMF ID . SYS
Coll ID : JJNW

V] Environment Overview

BB

Job Name LEAKER1
Process ID 33685626
Version 1.7
Processors 3

01B8

SYS
/IVMZJ7.
Standalo

V] Java Full Version

LX)

Columns |||

of 1

JRE 1.7.0 IBM J9 2.7 2/08 s390x-64 Compressed References 20151022_273253 (JIT enabled, AOT enabled) .J9VM - R27_Java?27_SR3_20151022_1530_B273253 .JIT -

V] Command Line Arguments

BB

Columns 1 to 2 of 2 |||

9

Order +Value
Numbe r

/JIYM/J7.1.3.20_54/bin/ java

-Xms4M

-Xmx128M

-Xbootclasspath/p:/TDJAVA/KIJI/hca_64/1lib/ext/healthcenter. jar
-agentpath:/TDJAVA/KJIJ/hca_64/bin/libhealthcenter.so=path=/TDJAVA/KJIJ/hca_64, level=inprocess, disableCH
- javaagent:/TDJAVA/KJIJI/JJI5408TG/dist/kjj. jar

-Dcom.ibm. tivoli.kjj.collector.id=JJNW

-Dcom. ibm.diagnostics.healthcenter.logging. level=fine

-cp ./ Leaker

W~ U WN -

How to diagnose and solve zOS application issues with APIs
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Scenario: Monitor JVM memory usage 2
- JVM Heap Memory Management

The Maximum Heap Size (-Xmx) is
insufficient for this JVM for the
Workload. We can increase this to give

the Java Heap increased capacity

We should also be wary of a
memory leak in this application if

issues persist

How to diagnose and solve zOS application issues with APIs
and subsystems / © 2020 IBM Corporation
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Scenario: Monitor JVM memory usage
- JVM Heap Memory Management

_ /0 Occupancy after Garbage Collection s 3 0 HH 8 X

Recording Time
05/19/16 20:10:00

05/19/6 19:55:00

05/19/6 19:40:00

05/19/16 19:25:00

05/19/16 19:10:00

05/19/6 18:55:00

05/19/16 18:40:00

° R RN A\ creeping rise in the heap occupancy after

® Last 2 Hours. a GC has been performed is a sign of a

possible memory leak. Unaddressed could
lead to Out Of Memory Error and JVM

abend and core dump

How to diagnose and solve z(Q
and subsystems / © 2020 IBM Corporation
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Scenario: Monitor for NATIVE memory usage
- Additional Native Memory Monitoring

Native Memory is

= Avoiding Native
Fiure 1. Extended Region Memory Allocaion critical =JVM hea P

OutOfMemoryError

size can only
LSQA/SQA/229/230 N . .
increase to the limit
Extended Region Fre Of Native Memory Eile Edit View ITools Navigate Help 10/31/2019 13:24‘;9?

Native Memory Summary for BAQBETA
.
LE Heap Free avallable

LE Heap Allocated 24—~ Size..... 9412608 24-bit Used %
User Allo 299008 24-bit Free %
LSQA/SWA/229/230. .. 274432
New - Added 24-
. 3 Si 1223680K 31-bit Use
21— < 2320 4K 21 -bh4 ~o
and 64-bit memory ; San/ 0111 o021a400 | 0t
. . -
mon Itorl ng 64 '-WE‘-WLIIF-“IT ........... 5242880K
> coc
b4

5138432K
104448K

Extended Region Max

Java Heap

New Product-

VERIFY | BACK | HOME IBH : «|

Provided Situations s

for native memory
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Scenario: Monitor Java Garbage Collection

* Performance of the Garbage Collector has improved
significantly in recent releases of Java however poor
performance can still occur due to:

Performance of JVM * Insufficient heap allocation
is poor. What can be * Poorly written applications
causing this? * The symptoms of such problems might be:

* Excessive number GC events occurring within a given
period of time

* High heap occupancy even after a GC

* Long pause times when GC event is occurring

* System GC events occurring

How to diagnose and solve zOS application issues with APIs

and subsystems / © 2020 IBM Corporation 27
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Scenario: Monitor Java Garbage Collection

o What is “Garbage Collection”?

»Removal of unreferenced objects

Copy Collector
Nursery

> Occurs under two conditions:

Object Allocation Failure
Programmatically requested by System.gc() call

o Four different collection algorithms or “policies”

»optthruput Mark/Sweep/[Compact]

Collector

Tenured

»optavgpause
»gencon
»balanced

How to diagnose and solve zOS application issues with APIs

and subsystems / © 2020 IBM Corporation 28
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Scenario: Monitor Java Garbage Collection

Command ==)

KJJCJS JVYM Health Summary

JVYMs Monitored by this Collector

Subsystem Application AGCs per A% Time in AHeap ASystem
Type VMinute VGC Pauses VO0ccupancy VYGC Count

_ BANKAPI1 Standalone Creditil . A 54.64%
~ CICSMHOS CICS z/0S Connect 0.00%
~ CICSMHOS8 CICS z/0S Connect 26707%
_ LEAKER1 Standalone N/A . 66.84%
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Scenario: Monitor Java Garbage Collection

File Edit View Tools Navigate Help 02/09/2017 12:55:565

Command ==)
KJJCJS Historical Summary

Vi Selected item LEAKER1

Columns to

ORecording Subsystem Application GCs per % Time in System
Time NETE Type Minute GC Pauses Occupancy GC Count Mi

LEAKER1 Standalone
LEAKER1 Standalone
LEAKER1 Standalone
LEAKER1 Standalone
LEAKER1 Standalone
LEAKER1 Standalone
LEAKER1 Standalone

0
0
0
0
0
0
0
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Scenario: Determine Performance Issues
- Identifying Locks and Thread Blocks

* If not GC issues, perhaps threads are being
blocked for an excessive period of time or
locks within the JVM are being held for long

Our applications are performing periods causing application to wait for the
poorly. Can we see what might monitor to yield.
be the cause?

* If high values found here, the application
owner (if applicable) can be alerted or
adjustments to the JVM environment could
be made.

How to diagnose and solve zOS application issues with APIs

and subsystems / © 2020 IBM Corporation 31



Scenario: Determine Performance Issues
- Identifying Locks and Thread Blocks

File Edit View Tools Navigate Help 02/09/2017 15:51:04

Command ==}

KJJCIS

JVMs Monitored by this Collector

Columns 5 to 16 of 16 |II||II

AJob A% Time in  |AHeap
ET Y6C Pauses  |V0ccupancy

ASystem” |[ALocks
U6C Count |9Missed % |VUtil %

_ BANKAPT 0.17% 55.647% 109, 00% 9996.198
_ CICSMHO8 0.00% 0.00% 0.00% 6.372
_ CICSMHOB 0.00% 0.00% . 0.00% 0,730

OAvg Lock  |AGeneral ([AzIIP on
UHold Time |9CPU % yep %

- IMHealth Swmary

AThrezd
VCount

GUIDE
SHARE

EUROPE
UK REGION

CE

Auto Update . Off

SNF ID  : SYS§
Coll ID : JINW

Process
ID

33685789
84017207
84017206

AThreads
VBlocked
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Scenario: Determine Performance Issues
- Identifying Locks and Thread Blocks

The Lock Statistics shows which monitor objects
were used as lock most often and how long they
were held for.
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Scenario: Determine Performance Issues G

- Identifying Locks and Thread Blocks Thread Statistics drills-down to
. File Edit View Tools Navigate Help 10/03/2016 16:42:54 aII aCtiVe threads making
oo ... 45" BLOCKED threads easy to spot.

KJJTHD Thread Statistics Coll ID

[ Job Name: NWILL4

cotume 2 B ~ 1w 1. Also shows Thread CPU to spot

oThread

Contending Contending AMonitors |Oops!

Name Thread Name Tr

.000s com.
.000s com.
.000s com.
.000s com.
.008s com.
.001s com.

Querys
Query9

[

H

[ BLoCKED . . Queryfel2
[ sLockeb . . Queryoel2
Query4d [| BLOCKED . . Queryfe12
Query5 | BLOCKED . . Queryfel2
Queryl [ BLOCKED . . Queryfe12
Query2 | BLOCKED . . Queryfel2
Query3 [ BLOCKED . . Queryfe12
Queryb | BLOCKED . . Queryfel2
Query? [ BLOCKED . . Query0e12
JIT Compilation Thread-1 [ RUNNABLE null

JIT Diagnostic Compilati [ RUNNABLE

Signal Dispatcher [ RUNNABLE

Finalizer thread [ RUNNABLE

.001s com.
.000s com.
.000s com.
.481s null

[oljololololololololol
[clololololololololNol
[olololololololololol

Im

View Tools Nav

Sommand

EEIEEE N JJSTCKT

com.bank.web.Query. run{Query. java:52),

java.lang. Thread. run{Thread. java:809)
How todiagnose and solve zOS application issues with APls

and subsystems / © 2020 IBM Corporation



Scenario: Determine Performance Issues G E‘sssg;z
CPU |nformat|0n CPU Details shows the CPU

File Edit View JTools Navigate Help 09/19/2017 02:3213[? Consumptlon Of the address Space
Command == 2'11;3 LIJEddlL Lo |nC|Ud|ng Z”P Offload and Z”P'
KOBSJVM OMEGAMON Products Sys ID H ..
eligible work that was not

offloaded

[IEH |l Rous

laceneral JUMs Not File Edit View "Iools Navigate Help 09/19/2017 02:33:31

vcPu % Monitored - Auto Update off
Command ==> SMF ID :
KJJCJS JVYM Health Summary Coll ID : JJNW
JYMs Monitored by this Collector

Columns 11

VCount VBlocked

Reasons Z“P'ellglble Work mlght run AJob [AGeneral AThread AThreads
VCP %

UYName fvcpPu %

on general CP include absence of I
. _ NWILLS . 217 .11% 33685855
zIIP processor or lack of capacity ~ ) nonug - o1 16908641

W85BGDSS . % .00% 131197

|
File Edit View Tools Navid¥te Help 09/19/2017 02:34:12
Auto Update : Off of _4 ||| Rows
Command ==> SMF ID : SYS
KJJCPUD CPU Details Coll ID : JJINW

JVYMs Not Monitored by this Collector

CPU Statistics

Job Name NWILLS8 Elapsed Time
General CPU Time 45m 03s General CPU %
zIIP Time 2h 48m
zIIP on CP Time 25m 02s
Process 1D 33685855

diagnose and Solve ZOS application iSsug
and subsystems / © 2020 IBM Corporat
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) Rt
IBM Z OMEGAMON for JVM, V5.5 & e

Completed JVM History (including JVM Batch)

e Access to history of JVMs not currently running

& Completed Job History - waldevyszssda01.dev.rocketsoftware.com - SYSADMIN  *ADMIN MODE*

 Reads Persistent Data Store (PDS) JVM.HEALTH
near-term history. B T LL LT R

View: Physical - Q
JE enterprise =]
=& [ 2/0S Systems
© gl RsB2
= 53 JVM Monitor
o] DNVE
!
. 2 Adaress Space Memory
() & cPU statistics
Istorv must be enable E -
& Health Summary
. Compees opizier]
o1 -
& Physical |
] Completed 3V by Job Name and Process 1
Process Start Sample Buhsvslsm‘ Application Max Max GC. Max Heap Max Lock | Max Lock | Max Lock MaxGer\‘ MaxzlIP | Max Thread | Max Threads
. . D Time. Count Type. GC Rate | Pause % | Occupancy % | Missed % | Util% | Hold Time | CPU% | onCP % Count Blocked
. P r I d v r d d t r m I n d b . 50462794 | 11/05/19 19:19:49 30| Liberty 2/0S Connect 0.00 0.00 26.69 7.00 0.00 0.007 0.14 0.03 99 0
18908345 110519 19701 T[Loenty |Z05Comect | 000 000 1a0s| 00| o000 000l 103 007 © o
16908431 10/31/19 14:53:29 513 | Liberty 2/0S Connect 0.00 0.00 3537 6.00 0.00 0.231 20.06 19.89 104 o
16908988 | 10/31/19 14:46:26 1/ Liberty 2/0S Connect 219 0.07 13.80 0.00 0.00 0.000 5.36 0.07 105 0
67240818 | 10/31/19 14:10:59 2| Liberty 2/0S Connect 219 0.07 1374 0.00 0.00 0.000 0.75 0.00 104 0
M 16909106 | 10/3119 14:09:15 1] Liberty 20S Connect | 0.00 0.00 1285 0.00 0.00 0.000 160 0.07 o7 0
° 1ze O atasets oo o o116 |8 Loy —[soncomet | 350, 007 Sate | odol o0 —sote| s sos[ s &
16908902 | 10/28/19 19:39:00 542 | Standalone | 2/0S Connect 219 0.07 3192 5.00 0.00 0.011 18.77 5.36 108 0
33686105 | 10/22/19 18:19:13 781 | Liberty 2/0S Connect 219 0.06 2829 6.00 0.00 0.010 228 0.10 103 0
16908577 | 10/18/19 11:25:37 1226 | Liberty 2/0S Connect 2.00 0.05 26.91 7.00 0.00 0.013 017 0.00 108 0
. . 16908844 | 1018/19 1122558 1] Liberty 20S Connet | 0.00 0.00 2111 8.00 0.00 0.008 0.16 0.00 101 0
° F requency o |St0 rv co ect|o N 1o909015 1046/19 111735 | 1 Lnery |05 Comect | 000] 000 1735 000 ae o000 021|000 o1 o
16908746 | 10/17/19 10:58:45 292 | Liberty 2/0S Connect 219 0.06 2733 4.00 0.00 0.009 0.22 0.00 105 o
33686263 | 10/14/19 11:00:48 863 | Liberty 2/0S Connect 219 0.07 2556 9.00 0.00 0.032 0.16 0.01 11 0
16908594 | 09/27/19 14:35:07 896 | Liberty 2/0S Connect 239 0.08 31.80 5.00 0.00 0231 0.32 0.00 106 0
. . 33685726 | 09127119 141513 4| Liverty 20S Connect | 219 0.07 2752 500 0.00 0223 038 0.00 105 0
Y N u m be r of ta b I es CO I Iectl n h Isto r 16908865 | 10103119 08:4150 | 568 Liverty | 205 Gonnect | 4159] 018 8062 800|000 o02z8| 019] 000 o 0
16908407 | 1010910 20,0939 * Standalone | NA 00| o40]  sess| 00| 000 o000 242] 18 w 0
67240693 | 10/08/19 16:29:36 4| Standalone | N/A 50.00 136 5724 0.00 0.00 0.005 0.40 033 53 0
16909127 | 09/27/19 18:04:31 1| Standalone | N/A| 9.19 0.00 5183 0.00 0.00 0.000 0.00 0.00 106 0
18908267 | 110619 193423 | 185  Standalone [NA sars| 21| e2%| ool oo o007 0% 0% 5 o
50453710 102119 104733 | 99  Standslans [NA ssis| 150 se0s| 00| oo0] owr| 110 s s o
67240433 | 10/09/19 22:23:48 3| Standalone | N/A| 50.79 133 4944 0.00 0.00 0.012 051 043 53 o
16908469 | 10/02/19 14:05:58 9| Standalone | N/A| 57.39 159 4308 0.00 0.00 0.031 051 038 53 0
131554 | 10/01/19 20:08:33 49 | Standalone | NIA 60.39 0.35 8550 0.00 0.00 0.018 0.20 0.02 53 0
Toa0e26 | 09727719 160925 | Standalone A a3 ao7| s ooo| 00| 000 aoo| ool 08 o
16909154 | 1010819 165500 4 Standalone | NA 5300|133 4933 000] 000] 000s| 048] 03 5 0
131547 | 10/02/19 14:50:58 6 | Standalone | N/A| 11.59 0.05 58.04 0.00 0.00 0.004 017 0.00 52 0
TS62625 16908575 | 11/06/19 12:59:30 4/ Standalone | N/A 0.00 0.00 5375 0.00 0.00 0.006 0.39 031 54 (1]

How to diagnose and solve zOS application issues with APls and subsystems / © 2020 IBM Corporation —_— —
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Scenario: Review Performance History

File Edit View Tools Navigate Help 11/11/2019 17:¢

Completed JVM History
Completed JVMs by Job Name and Process ID
|
ation
t

A la Max GC
t Pause
0.

onnec 00
Connect .00
Conne t .00

BAQBETA
BAQBETA
BAQBETA
BAQBETA
BAQBETA
BAQBETA
BAQBETA
BAQBETA
BAQBETA
BAQBETA
BAQBETA
BAQBETA
BAQBETA
BAQBETA
BAQBETA
BAQBETA
BAQBETA
BAQLEV3
TS62621
TS62621

0]

0w
wn

™
5O

KK

ettt et bt et B et e e et
Y L ‘¢

rrrrererererrrrarrrrrrrr

iberty

Standalone
Standalone
S one

o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
1]

See at a glance the summary metrics for completed JVMs not currently running;
Then choose a JVM and drill down to see more details about that particular Job Name
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nario: Review Performance Histor
Sce :
[ Garbage Collection Statistics
[ Health Summary
[ [Completed Job Histonry|
JJD1 v |
l ¢ Physical
D Health History for BAQBETA(50462794)
Write Job Suhsystem Application GQS per| % Time in Heap System .Locks chk Avg chk General | ZIIP on | Thread | Threads | 64-hit | 24-hit | 31-bit ASID Process
Time Name Type Minute | GC Pauses | Occupancy | GC Count | Missed % | Util % | Hold Time | CPU % | CP % | Count | Blocked | Free % | Free % | Free % ID
_1}105119 19:25:01 | BAQBETA |Liberty Z/OS Connect 0.00 0.00 18.15 0 0.00| 0.00 0.000 0.13| 0.00 97 0 43 94 74| 0X0134| 50462794
705/19 19:30:01 | BAQBETA | Liberty Z/0S Connect 0.00 0.00 22.26 0 0.00| 0.00 0.000 0.11 0.00 97 0 43 94 74| 0X0134| 50462794
11/05/19 19:35:01 | BAQBETA |Liberty Z/0S Connect 0.00 0.00 10.42 0 0.00| 0.00 0.000 0.14| 0.03 97 0 43 94 74| 0X0134| 50462794
11/05/19 19:40:01 | BAQBETA |Liberty Z/0S Connect 0.00 0.00 15.86 0 0.00| 0.00 0.000 0.07 0.00 97 0 43 94 74| 0X0134| 50462794
11/05/19 19:45:01 | BAQBETA |Liberty z/I0S Connect 0.00 0.00 20.06 0 0.00| 0.00 0.000 0.07 0.00 97 0 43 94 74| 0X0134| 50462794
11/05/19 19:50:01 | BAQBETA |Liberty Z/I0S Connect 0.00 0.00 10.44 0 7.00( 0.00 0.007 0.07| 0.00 98 0 43 94 74| 0X0134| 50462794
11/05/19 19:55:01 | BAQBETA |Liberty z/I0S Connect 0.00 0.00 15.44 0 7.00 0.00 0.007 0.10| 0.00 99 0 43 94 74| 0X0134| 50462794
11/05/19 20:00:01 | BAQBETA |Liberty Z/0S Connect 0.00 0.00 19.92 0 7.00| 0.00 0.007 0.08| 0.00 99 0 43 94 74| 0X0134| 50462794
11/05/19 20:05:01 | BAQBETA |Liberty Z/OS Connect 0.00 0.00 25.09 0 7.00| 0.00 0.007 0.10| 0.00 99 0 43 94 74| 0X0134| 50462794
11/05/19 20:10:01 | BAQBETA | Liberty Z/0S Connect 0.00 0.00 10.45 0 7.00| 0.00 0.007 0.07| 0.00 99 0 43 94 74| 0X0134| 50462794
11/05/19 20:15:01 | BAQBETA | Liberty Z/0OS Connect 0.00 0.00 15.21 0 7.00| 0.00 0.007 0.06 0.00 99 0 43 94 74| 0X0134| 50462794
11/05/19 20:20:01 | BAQBETA |Liberty Z/0S Connect 0.00 0.00 21.72 0 7.00( 0.00 0.007 0.07 0.00 99 0 43 94 74| 0X0134| 50462794
Display the details you need to investigate a particular Jobname
How to diagnose and solve zOS application issues with APIs 33

and subsystems / © 2020 IBM Corporation



UK REGION

GUIDE
SHARE
EUROPE

Scenario: Determine z/OS Connect EE API Performanc
Issues

z/0S Connect
Enterprise Edition

Identify Service/API performance
issues within z/OS Connect EE OMEGAMON for
instances faster and avoid bottlenecks JVM

Navigate ©1/17/2019 19:14:06

=Z/0S Connect Request Summary

101 MA“U&E(S)
2. Hou
3. Date/Time Rahge
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Scenario: Determine z/0OS Connect EE APl Performance ISSLGS k. o e
- z/OS Connect EE - API Enterprise Summary

IBM Z OMEGAMON for JVM, V5.5

e Useful summary to monitor all z/OS Connect EE API’s at-a-glance

 Shows all APIs executed on all z/OS Connect EE servers on all monitored LPARs
(during the last five minutes)

File Edit View Tools Navigate Help 03/06/2020 10:50:11

z/0S Connect Enterprise Overview
A1l z/0S Connect EE APIs
||

DaProcess HTTP asRequest Error Timeout Resp Time z0SConnect Resp Time Resp Time Resp Time
0vID Method |vCount Count Count Avg Time Avg ‘ Ma)> StdDev

BAQBETA 69 AD'Ih . s " s .012679s .093406s .021510s
FAUFFTA 6 3 supp . S . . 315s . s 0.00000s
3 of- 10 v.10 0S > s .068697s .068697s . 0€ 'S 0.00000s

o C 0g_V. - 66 . < . s . s . S 0.00000s

) 6 N * S 0.00000s 0.00000s 0.00000s 0.00000s 0.00000s

BAQRSB4 39576 cics_office_supp 3 ) 0.00000s 0.00000s 0.00000s 0.00000s 0.00000s




Scenario: Determine z/OS Connect EE API PerformancfrSE

Issues

Columns 2 to 13 of 16

FAYN KoY o Subsystem
YName Type

-~ JJboeBGBQ Liberty

- 2. Last . Hour (s)
3. Date/Time Range

AHTTP 0D aRequest
vMethod DvCount

catalog_v.
_ catalog_v.

GUIDE
SHARE
EUROPE

JYMs Monitored by this Collector

S | I | |
Application AGCs per A% Time in AHeap ASystem AlLocks
VMinute VGC Pauses VYOccupancy YGC Count UMissed %

Identify the z/OS Connect Job by looking
at the Application field. Select the Job
using option 'Z

Sort the rows by 'Avg Response Time' - Identify and select the
API name with highest Avg Response Time. Selecting option 'S'

will display all requests completed in the last interval "
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cenario: Determine z/0OS Connect EE API Performanc SR

sSues

File Edit Vview Tool Navigate Help -

== Use the filter fields to zoom in to
BOLSE B MOMESSY srarc vime WUINMIIETRPoace MSINY specific time frame — view trends.

3. Date/Time Range

420S Conn |aSoOR Resp |aServi ID Bl | ~Sor
vTime vName v vResource

"]

sRequest URI

n

00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
1 00:15
12/15/18 00:15:2

NET1.
NET1.
NET1.
NET1.
NET1.
NET1.
NET1.
NET1.

ACLS4HX
ACLS4HX
ACLS4HX
ACLS4HX
ACL S 4HX
ACLS4HX
ACLS4HX
ACLS 4 HX
NETL1l.CACLS4HX
NET1.CACLS4HX

inqui C
<
c
<
C
<
c
<
c
C

NET1.CACLS4HX
C
c
C
c
<
c
<
c
-
c

nqui
inqui
nqui
inqui
inqui
inqui
nqui
inqui
nqui
inqui
nqui
inqui
nqui
inqui
nqui
inqui
nqui
inqui
inqui
inaui

View the completed APl and method requests

Select the APl and method with the longest response
time to view the API, SoR and z/OS Connect breakdown
in one window.

nquir gl v )JCKNET1.
nqui 1 CKNETL1.C
nqul v 2 KNET1.
nqul KNET1.C

poooMOOOOOM®M

NETL1l.CACLS4HX
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FRERRRRERRRRERRRRERR R R
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KJJZCO0O01lW Too many result rows. Showing frst 2,000 onhD)

ACK HOME
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Scenario: Determine z/OS Connect EE API Performancé> i

Issues

! EFile Edit YView Tools Navigate Help 0O37/19/2019

_— 0 0 0 0 0 0 0 0 0 0 0 0 0 0 Au to Update
Command ==> =M ID -

KJJZCDD Zz/0S Connect Request Detail Coll'l ID

: This screen shows the details of the request that
Even t time. . . . . .. O37F19719 11 007 .:.06.080 . . . .
Request Type..... AP I timed out. It gives a complete view of the timeout:

AP I NN I s Sai S eaia il catalog_v1 .0
Request URI . .. .:: fcatalogManager/vl  07forder:
Queru SEFRFIRNS . « « - . . -
MEERDE . « o oo e POST CICS transaction MPZO timed out and the program
Botibvoe soqrsanmassten soaety .
HI TP 'code::is & iie 55 & 503 (Service Unavailable) that was belng eXECUted was DFHOXCMN'
AP ANHETONNTE o o corssorveoie: acsmmess
Service Name. . . . . placeOrder vl .0
Total Req Time... 30.001297s
R E R S e e An HTTP return code 200 was returned to the
SoR Resp Time. ... 30.000539s dmnt
aneyber S ot T S nE SYETE MOPZTOO .CICSMOB1
.......... cCicsmMmMoB1
SoR Resource. . . .. MZPO , DFHOXCMN
Remote Address... 9.212.143.65 We have enough data to pass on to the CICS SME for
Request Length... 56 . .
Response Length.. © ﬁnmanawﬁ&
Cormaelbarborss & o &a @ eSel3fT0fOd7d3cSe 702540001 91
Operation. . . . . ... postP lacerder: i .0
P oy e cus e s e suEt ETES— 1.0

.......... EMELEEN

Select a specific APl request to validate overall reunest performance

How to diagnose and solve zOS application issues with APIs

and subsystems / © 2020 IBM Corporation
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Scenario: Determine z/OS Connect EE API PerformancfrSE SR

ISS' les File Edit View Tools Navigate Help 12/14/2018 23:13:38

Tab through to e

change order

Hour €35
3. Date/Time Range
g ~S vi B0 .Request sError oR Time SoR T1m
perspec Ive y ,E-Count vCount cthev
6 )

p]aceo de vl. 0 l:

API/Service - Sniiresthgle ¢

Look at the data
passing through
z/0OS Connect in

AS IBlC .Request © imeout Resp Timen ZOSCo nect |asResp Time Resp Timen Resp Time oR Time |aSOR Time |aSoR Time SoR Ti
Orm O er an v OvCount CO nt CO nt vMin stdDev wMin TMax tDev
0

Name

Select System of Record ID tab to view which Subsystems (CICS, IMS
etc) are processing APl requests and if there were any errors.
This example shows the qualified APPLID for a CICS region

diagnose and solve zOS application issues with APIs
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Scenario: Determine z/OS Connect EE API PerformancfrSE SR
Issues

File Edit View Tools Navigate Help 12/14/2018 23:55:21

Requests by SoR Reference

[APIName) rReference Resource

. Last ) CHH
2. Last 1 Hou start Time
3. Date/Time Range End Time

+SoR Ref IBlC :Request C|sError  E|aTimeout 5(aF-—- =7 " Sttt Tt Tttt TRt totm TR T TR o - T
Ordering by [ e " View by Ref ID - ifically by th i
| o]  o]. View by Reference requests specifically by the target connection

Reference or references (as defined in server.xml)
Resource

File Edit View Tools Navigate Help 12/15/2018 00:06:55

Requests by SoR Resource
Resource
S. mmm)
869 Date
P ERS

A IElC :Request ©|asError aTimeout sResp Time: zosconnect sResp Time |sResp TimeX|asResp Time [(ASoR Time |ASoR Time |sSoR Time [aSoR Tim
vResource 0yCount vCount vCount —A\g TMin vMax vStdDev —A»g vMin vMax vStDev
0

_ CSMI, DFHOXCMN

View by Resources - which programs, transactions IDs, and REST end points
are being called by z/OS Connect to satisfy each API request.
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IBM Z OMEGAMON for JVM, V5.5 CEIE,

Collector performance improvements

Improved Garbage Collection Option Collector Performance Improvements

* New OMEGAMON JVMTI agent for Reduced number of service calls
Garbage Collection

Virtual memory statistics collected
Default (Health Center) requires on-demand
moderate level of activity before
triggering a report Collect only locks utilized vs

New JVMTI agent Allows garbage acquired and released

collection for low-usage running JVMs

HOW L0 dlagnose ana solve zOS application Issues with AP 16
and subsystems / © 2020 IBM Corporation



Try IBM Z OMEGAMON for JVM for free today

GUIDE
SHARE

No charge, on-demand environment with tutorials for monitoring

z/0S Connect Enterprise Edition with OMEGAMON for JVM

http://ibm.biz/ibmztrial

IBM Z software trials

Try the latest IBM® Z® software today at no charge, and with no installation CI H k t T '
required. These no-charge trials are available within two hours for three days. |C o r ! °
Register and get started today.

. 1 2 3
HandS'On evaluatlon Of Register Get access Try it out
IBM Z software is as
Completely free. No credit card Trial will be available within 2 hours and No installation required. Take a tutorial
easy as 1-2-3 required. accessible for 3 days including or just look around.
weekends.

Learn more about Java monitoring on z/OS with OMEGAMON with this Redpaper
“Enterprise Java Monitoring on z/0OS with OMEGAMON”

http://ibm.biz/omegJVMRedpaper

How to diagnose and solve zOS application issues with APIs and subsystems / © 2020 IBM Corporation

S @ Redbooks
Enterprise Java Monitoring
on z/0S with OMEGAMON

A Practical Guide to Managing JVM Performance on z/0S

lllll



https://www.ibm.com/account/reg/signup?formid=urx-19503

More Information & Resources

OMEGAMON Product Home
= www.ibm.com/OMEGAMON

OMEGAMON Community Blog
= www.ibm.biz/OMEGAMON Blogs

IBM Z Operations Newsletter
= www.ibm.biz/ZOperations

Ashok Mahay — Offering Manager:
ashok_mahay@uk.ibm.com

How to diagnose and solve zOS application issues with APIs

GUIDE
SHARE

EUROPE
UK REGION

CE

Operational Excellence
= www.ibm.biz/OpExcellence

OMEGAMON for JVM Redpaper
= www.ibm.biz/omegJVMRedpaper

Z Trial Program (including OMEGAMON for JVM
trial)

= www.ibm.biz/ibmztrial

48

and subsystems / © 2020 IBM Corporation


http://www.ibm.com/OMEGAMON
http://www.ibm.biz/OMEGAMON_Blogs
http://ibm.biz/ZOperations
http://www.ibm.biz/OpExcellence
http://www.ibm.biz/omegJVMRedpaper
http://www.ibm.biz/ibmztrial

GUIDE
SHARE

EUROPE
UK REGION

OE
Please submit your session feedback!
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1to 4 ="Too Short" 5 ="OK" 6-9 = "Too Long"
1 2 3 4 5 6 7 8 9
o o o o 0o o o o O
3. Did this presention meet your requirements?

1t04="No"5="0K" 6-9="Yes"

O O 0 0O 0 O 0 O ©

4. Was the session content what you expected?

1to4="No"5 ="OK" 6-9 = "Yes"

O 0 0O 0 0 O O 0 O
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GSE UK Conference 2020 Charity

* The GSE UK Region team hope that you find this presentation and
others that follow useful and help to expand your knowledge of z
System:s.

* Please consider showing your appreciation by kindly donating a small
sum to our charity this year, NHS Charities Together. Follow the link
below or scan the QR Code:

http://uk.virginmoneygiving.com/GuideShareEuropeUKRegion
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